iPassan manager from the Cloud

Quick start guide

1 Overview

Your iPassan controller connected to the cloud is managed from anywhere by iPassan Manager
available at “ipassan.com”.

From the website you will be able to :

- Configure your installation

- Customized its parameters

- Monitor & maintain your installation

- Manage accesses & external connected systems

All your configurations will be stored and available here in your database secured by your own login
and password.
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iPassan manager from the Cloud

2 First connection : account & database creation

Type “ipassan.com” in your browser, you will open the iPassan manager welcome page :

A-Select create an account to start

@m Manager @ ... DI

Not yet registered 2

© Create an account

Do you already have an account 2

Your email

Your password

~) Remember me
have lost my password

Language

Eig English v

g
+ Llogin
R — v
Manage your access control with fiexibility and performance
Y ) : ) ) ; Download
Passon is o powerful and moduler system which uses cutting edge fechnology in order fo secure

your doors in o very simple way. Read more .

Download stondclone vession

——

« Activate my module card

Click on “Create an account” to launch the automatic procedure
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iPassan manager from the Cloud

B-Step 1 : Complete the form hereafter and save

Creatlon of a new account

I ll‘cm uninsiuller xl'umuleidenr

Keep the selection : I'm
Q., I1st step: data entry for the new account

an installer

Last name * | Technical Monitoring

First name *  Sociefy

This email will be your

pmail.com Iogin )
Your password *  ssssssssse
e T (You will receive
R e information from server
too)

Type in your controller’s
serial number

Server® (2 France (fr) ¥

(*] Mandatory

France for European sites

*(This login will be admin of this account)

Information (Check in your spam if you do not

receive this email)
o A validation ernail has been sent to you (it can take a few minutes to appear in your email inbox).

C-Step 2: database creation and registration using the validation e-mail

Your registration has succeeded

Hello Society Technical Monitoring,

You have asked top open new account on IPassan Manager.
Click on the following link to register your account or copy and paste this link in your web browser :
https://fripassan.com/index php?install=validateAccount&chaine=c3RIdmVFYUB5b3BtYWIsLmivbQ==

As a reminder, your information :

email steve_a@yopmail.com
password You are the only one to know

After a click on the link (or copy/past in your browser), you will launch STEP 2
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iPassan manager from the Cloud

Automaticstep 2 :

Information Your database has

been created and

Votre &6 crée. Vi intenant fer.
o ofre comple a ous pouvez mainfenant vous connec attached to your

account

Click on _ to launch a connection using your Login (example: steve _a@yopmail.com) and your

password

0l Manager & o« FUI

e Your email

© Create an account

Not yet registered 2

Do you already have an account 2

’ kteve_a@yopmail.com

r.jk\‘l 7 Your password
I I
[J Remember me

| have lost my password

Language

E13 English

(,
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iPassan manager from the Cloud

3 USB encoder installation

Useful to automatically read and upload data from credentials to register in your site configuration
the encoder communication (USB Manager) has to be installed on your computer to be able to use
the encoder.

Before its installation, on the left bottom corner, a message display “Search for USB manager” and at
last “Impossible to connect to the USB manager”

A L e e e Al Then launch the software download &
AR Type here to search = installation by a click on “Download USB tool”

After a click on “setup.exe” file in your download directory follow the Installshield wizard

s ipassan client - Installation X 4 ipassan client - Installation
ipassan client - InstallShicld Wizard X &

Welcome to the InstallShield Wizard for InstaliShield Wizard Completed
@ Choisissez Ia langue dinstallation dans la liste ci-dessous. e ipassan client

The InstaliShield(R) Wizard willinstal ipassan dient on your The InstaliShield Wizard has successfully installed ipassan
Anglas i computer. To continue, dick Next. dient. Click Finish to exit the wizard.

s
Launch the program
- [ ~ > _

WARNING: This program is protected by copyright law and
intemational treaties.

FOi Foi

URMET URMET

A Before click “Finish” tick the box “Launch the program” to complete the installation.

We invite you to close and restart a connection to iPassan.com and now in the bottom left corner:

if your encoder is connected, its type ( 1356 = Mifare type) and its firmware
version will be displayed

Encoder 1356- V1360 |

L Typehereto s

Encodeur 125- V1346 RO @PEY QY]]

if your encoder isn’t connected, this message confirm USB manager run and
wait for the encoder connection

%2 No encoder detected

£ Type here to

A iPassan manager offer possibility to Manually type in dedicated field credentials' serial number if you
don't have encoder. In this case you will have to check information before save:

- no mistake in serial number typed

- no credential type confusion (Mifare token or Mifare+ ...)
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iPassan manager from the Cloud

4 First site configuration

As a lead line we will present a typical configuration :
- a controller to manage 2 doors : Front & Rear of a building

- 10 users owning each : 1 Mifare+ token & 1 Mifare+ remote control (20 credentials)

Ethernet

Prerequisites:

- Your iPassan controller is powered up & connected to Internet, the 2 readers (1 token
reader and 1 HF receiver) are commissioned (see items manuals for more details about
wiring layout, power supply ...).

- Your computer has a USB encoder (GB-500-045) connected and is connected to internet too

- You know the serial number of the controller (on a spare sticker or on its packaging)

( 24CXXXXXXXXXXXXXX (17 digits) )
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iPassan manager from the Cloud

A. Connect on “iPassan.com”
Using your browser, connect on iPassan.com and login with your login and password (see chapter 2)

imssﬂn MCJnCJgel' m;«j‘_'z_m
n g General menu

To create a new site, click on the first

r:% m button (or in the left tools column)
airy §) 13
Al —
2 Create a new Rebuild a site Software
site operator

"l Bse
AL Site
CoY

Name *  Acc ol retoil .
Give a name to your
o Address ! e .
new site
i
Country v
a.o
Manager
° § m
>® Transfer mode I H
Select your time zone
= >IB Time zone
+® Enable / disable the credential types (prox. fingerprint, efc)
&‘l [ Q) Prosimity foken 125 [ Q) Prosimity foken 135¢
Q Miore+ o ‘ Remote control 1356 - £ buttons
[m] Remote control 125K - 2/4 buttons Mifare+ remote control .
N M Select your credential
o Q Remote control 1354 - 2 buttons ) Accesscode
3 @R Piate number [ % Ofher (hexal types to be used
[ 9 Other (decimal) o E‘B QR-code

( A At any time, you can add a new type so just select credential types you really need)

Press to open next step 2: Features selection

ipassan Manager @ 1o
Access control
& O BB e ste rchtecture [ T functions are
i o — LT native
O Bl vseriores 2 O @ i manogement ¢
drrl; =)} ccv © D ‘ Remote confrols odvanced management 2
O ﬁ Managements of the emergency contacts 2 O 4 53 code / Focitty code
i3
O P9 1o s compenies © O B8 oot bookieg management
Q O 3 Resident portal © O @8 vistor management
=] O &P custom fieds © O & pocument management @
- O 22 o ie group monogement © OB oot i aces fniacpmont O
= O @ sieacces O @ 110iing number

( A At any time, you can add a new feature according to your needs so just select features you really need)
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iPassan manager from the Cloud

Press to open next step 3: network configuration

& Site networks

Number of networks 1

5

Name Type 2 Connected confroller & Number of controllers Actions

Network 0001 1P (Gateway) o Controller 0001 s 1 - Q Auto defect the hardware £ | 3 Download data from controlers @ || # [E)

E2Controllers of the site
& Network 0001 (IP (Gateway)) + Adda controller
Name Device number Model Expansion card Doors  Expandes GIW (0 Acfions
Controller 0001 Confroller serial numbe 2 wire / IP controller v None MU I e D v -0
a) Indevice number introduce the controller’s serial number: 24C.............. (17 digits on the side
cover and packaging of your controller)
b) In Model select the controller type : Wiegand or 2Wire
c) In Doors quantity select “2 “(according to our example)
No expander so, press to step 5: doors configuration
+ Door group
e=Doors of Controller 0001
Door name Posifion Door release fime Time profiles Achions
Retail - Front door 1 : 5 pec None MParrd i |
Z 5 . None Myaryed i |

Controller 0001 - Door 0002

a) Door name : Name your doors to recognize them quicker and simply

b) Position : Controller Terminal in used / door

c) Releasetime :duration opening time setting (from 1 to 3600 seconds)

d) Time profiles : Weekly scheduling to manage your door (+ to add & set a time profile)

press to step 6: access profiles definition

A - every setting can be customized at anytime
- during commissioning we advise you to keep “factory settings value”
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iPassan manager from the Cloud

§% Creation of door access profiles
Nb. of door access profiles 1

Name Doors

Retail Full accesq x I Retai -Font asor 1) (x W Refoi-Back a0ar2

a) Create 1 access profile including the 2 doors

Option:

Define their name and the door(s) list attached

press to step 7: Automatic users creation

= Automatic creation of users

click on + Automatic creation

Automatic creation of users

Add Ao users per

wUser description

B Name = | Retail &%
C  stardwithne =

Vaiity Permanent

v Credential per user
D Q Mifore+

0 [ Accesscode

Generate Pincode ®
(0]

Z

Select the first user n®

CRe)

m
~—

‘ =+ Automatic creation |

10 users per[l[}oonfzone access for

Door/zone access

Retail 01

Automatically

Start with n®

Select the users’ quantity you need
B) Type in the name and the digit length attached

Select the token quantity /user
Select the control remote quantity/user

= Automatic creation of users

x

to open the following tab:

All the site

Creation fitle

$: floor number

$$ : floor number with 2 characters
# : opartment number

## o nt number with 2 chare
nent number with 3 cha

% : pel e
%% : person/fifle number with 2 charact,

you can create as many “door access profile” you need, each different.

Q Mifare+ remote control

Actions
-0
[ - [men

(* only to customized if you need)

press to step 8: Automatic credentials configuration

(dynamic template displayed)

(1 in our example)
(1 in our example)
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nor its employees, shall be liable under any circumstances to any party in respect of decisions or actions they may make
as a result of using this information. In accordance with the FDI MATELEC policy of enhanced development, design and

specifications are subject to change without notice.

9/13

URMET GROUP



iPassan manager from the Cloud

The list configured in step 7 appears waiting for the Mifare+ tokens & remote control to be assigned

[ X ey e O (e (X (s

@ Read / Encode / Enter credentials
B -

Filler | Autypes v
[ Unencoded only

&- [y Door Access profies

&- [ Retoi Ful access

& Retol0) B

@\ Miforet
‘ Mifare+ remote conirol C

@ Retol 02

@- § Retoil 03
& § Refol 04
@- 3 Refoil05

& 1Reﬁoﬂ 06

@- § Retoil 07
@- § Refoil08

@- § Retoil 09
B LReicﬂ 10

- § Users without access profile
& [y Contractors

A) Access profile name

B) Username

C) Credentials list /user

D) Credential type & serial number read
E) Manual “next credential PB”

F) Manual “next user PB”

>

Next credential

L Retailol A

Q@ Miorer
D

encoder
GB-500-045

80576AA2155704

Next user

Manually put a credential matching the requested type displayed in “D” (Mifare+ token or remote
control) on the cover of the USB encoder to assign it to the current user blue highlighted in the left

column, automatically the selection will then switch to the next credential and/or to the next user till

the end of the list

In our example, each user will receive 1 of each with full access profile

Press then the full configuration is downloaded to the controller.

Your installation is ready to use.

Now you can test swiping a token or pressing PB 1 on a remote control.
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iPassan manager from the Cloud

5 Online tests

Auto- dlagnostlcs are available from the dashboard (on the right hand side of the main screen)

Technical Monitoring Society

Address

10 downing sireet

|

E Support

“Question mark/Help” show up the software
manual with details of options available in

iPassan controllers

Information tab will give the “general system status”

Information Ve @& O

Site updated: database in the controller = database on the server

Site : «" Site updated
Network 0001 : & Connected

Iw

Statistics

Number of networks : 1
Number of controllers : 1
Number of doors : 2
Number of credentials :21

Electrical connection and diagnostic are available from “Monitoring/Network status”

Network connected: controller and server are “online”

Statistics tab sum up the item’s quantity in the configuration

Click on “A” then “B” to show up a complete diagnostic of the connected installation

Nome

Status

Last connection

e &Network 0001
L ©Controlier
BRecder 0001

MRecder 0002

# Connecied

Connected

«/Connecied

Connected

Expansion
B 25mor reader (PKE0)

 asamnz

cord : None

25 receiver

fV1123 15/03/2021

V1022 26/05/2021

V2031 13/03/2019

2021-08-03 17:03:24

&

In C tab, status column displays a dynamic view of the different connections (valid or not), type and

version will confirm the connected peripheral details

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI MATELEC
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Dynamic events monitoring

L e

[E) Events
®visualsation | ®Download  %Globalseffings  @Seffings
>Filters
Resutimitedto 0 (Bl
Date / Hour Event EHement Information Device number Priority
2021-08-03 17:21:02 Access denied [unknown credenfial) Reader 0001 = 12598 5

2021-08-08 17:20:49 Access denied (unknown credenfial] Reader 0001 - A FFBEATLA 5

2021-08-03 17:19:47 Access by single credential Retail - Front door 1 Retail 01 & B0576AA2155704
Reader 0001

Retail Full access [

2021-08-03 17:19:22 Access by single credential Retail - Front door 1 Retail 01 W 80576B12768504
Reader 0001

Retail Full access [

20210803 17:19:16 Access by single credential x Retail 01 W 0576812768504

2021-08-03 17:19:15 Access denied : Wrong push button of the remote Reader 0002 Retail 01 Ve % 80576R12763504 5
Retail Full access B
Push button 4
Access granted or denied are alive in “monitoring/events” screen
- Element: peripheral used
- Information : user name registered (“—" if no user attached to this credential)
- Priority : priority level to select events to show up (or not)
Events display adjustment
B Events In the global settings, adjust the
oviusisgtion  ®Downiood asetings priority level threshold to be
displayed and saved
rotylere! (Events with priority level >= 5
vent sent automatically  |__5Nomal v] . . .
I St edematesy will be displayed, those with
vent sovadtin cormoler  |_2WVESE o .
IR priority level >=3 will be saved)

In the settings tab, adjust
events family priority level to

Priorty level
] Nome [ 5 Normal v .
R S = show up and / or save it.
Access denied [ sNomo ~]
Access denied (forbidden door| [ snorma v|
5 Acces gronted by push bution
-— M Accas daniad (Sisnandad daor [ & rinmme vl

( A\ Just display events you need to don’t pollute display and controller’'s memory)
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iPassan manager from the Cloud
6 Hardware / electrical information

Refer to controller’s manual : 50-001-652 for explanations about leds flickering and wiring

Refer to the online manual (available by a click on the “question mark” on at the top right of the
iPassan manager screen) about software options and configuration information.

Your local technical support is :

Local retailer’s stamp including email & phone n°

Disclaimer: Whilst every effort has been made to ensure accuracy in the representation of this product, neither FDI MATELEC -

nor its employees, shall be liable under any circumstances to any party in respect of decisions or actions they may make

as a result of using this information. In accordance with the FDI MATELEC policy of enhanced development, design and URMET GROUP
13/13

specifications are subject to change without notice.



