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1.3 Management Preparations 

After you have decided how to manage your Managed Switch, you are required to connect cables 
properly, determine the Managed switch IP address and, in some cases, install MIB shipped with 
your Managed Switch. 
 
Connecting the Managed Switch 

It is very important that the proper cables with the correct pin arrangement are used when 
connecting the Managed switch to other switches, hubs, workstations, etc.. 
 

1000Base-X/100Base-FX SFP Port, 1G/10GBase-R SFP+ Port 
 
The small form-factor pluggable (SFP) or the enhanced small form-factor pluggable (SFP+) 
transceiver is a compact optical transceiver used in optical data communication applications. 
It interfaces a network device mother board (for a switch, router or similar device) to a fiber 
optic or unshielded twisted pair networking cable. It is a popular industry format supported by 
several fiber optic component vendors. SFP+ transceiver can bring speeds up to 10 Gbit/s. 
 
 
SFP/SFP+ transceivers are available with a variety of different transmitter and receiver types, 
allowing users to select the appropriate transceiver for each link to provide the required 
optical reach over the available optical fiber type. 

 
SFP/SFP+ slot supports hot swappable SFP/SFP+ fiber transceiver. Before connecting the 
other switches, workstation or Media Converter, make sure both side of the SFP/SFP+ 
transfer are with the same media type, for example, 1000Base-SX to 1000Base-SX, 
1000Base-LX to 1000Base-LX, 10GBASE-LR to 10GBASE-LR, and check the fiber-optic 
cable type matches the SFP/SFP+ transfer model. To connect to 1000Base-SX transceiver, 
use the multi-mode fiber cable with male duplex LC connector type for one side. To connect 
to 1000Base-LX transfer, use the single-mode fiber cable with male duplex LC connector type 
for one side. 
 
 
RS-232 RJ-45 Port (Console Port) 

 
The RS-232 RJ-45 port is located at the front of the Managed Switch. This RJ-45 port is used 
for local, out-of-band management.  Since this RJ-45 port of the Managed switch is DTE, a 
null modem is also required to be connected to the Managed Switch and the PC. By 
connecting this RJ-45 port, it allows you to configure & check the status of Managed Switch 
even when the network is down.  

 
 





















 
24 

 
2. Backup a configuration file to FTP or TFTP server. 
 

Command Parameter Description 
Switch# copy-cfg to 
ftp [A.B.C.D | 
A:B:C:D:E:F:G:H] 
[file name] [running 
| default | startup ] 
[user_name] 
[password] 

[A.B.C.D | 
A:B:C:D:E:F:G:H] 

Enter the IPv4/IPv6 address of your FTP server. 

[file name] Enter the configuration file name that you want to 
backup. 

[running | default 
| startup ] 

Specify backup config to be running, default or 
startup 

[user_name] Enter the username for FTP server login. 
[password] Enter the password for FTP server login. 

Switch# copy-cfg to 
tftp [A.B.C.D | 
A:B:C:D:E:F:G:H] 
[file_name] [running 
| default | startup ] 

[A.B.C.D | 
A:B:C:D:E:F:G:H] 

Enter the IPv4/IPv6 address of your TFTP server. 

[file name] Enter the configuration file name that you want to 
backup. 

[running | default 
| startup ] 

Specify backup config to be running, default or 
startup 

Example 
Switch# copy-cfg to ftp 192.168.1.198 HS_0600_file.conf running misadmin1 abcxyz 
Switch# copy-cfg to tftp 192.168.1.198 HS_0600_file.conf startup 

 
 
3. Restore the Managed Switch back to default settings. 
 

Command / Example 
Switch# copy-cfg from default 
Switch# reload 

 
 
4. Restore the Managed Switch back to default settings but keep IP configurations. 
 

Command / Example 
Switch# copy-cfg from default keep-ip 
Switch# reload 

 
 
5. Restore the Managed Switch back to default settings but keep the entire data of event 

log. 
 

Command / Example 
Switch# copy-cfg from default keep-event 
Switch# reload 

 
 
6. Restore the Managed Switch back to default settings but keep both of the IP 

configurations and the entire data of event log. 
 

Command / Example 
Switch# copy-cfg from default keep-ip-event 
Switch# reload 
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2.5.2 Firmware Command 

To upgrade firmware via TFTP or FTP server. 
 

Command Parameter Description 
Switch# firmware 
upgrade ftp 
[A.B.C.D | 
A:B:C:D:E:F:G:H] 
[file_name] [Image-
1| Image-2] 
[user_name] 
[password] 

[A.B.C.D | 
A:B:C:D:E:F:G:H] 

Enter the IP address of your FTP server. 

[file name] Enter the firmware file name that you want to 
upgrade. 

[Image-1| Image-
2] 

Choose image-1 or image-2 for the firmware to 
be upgraded to. 

[user_name] Enter the username for FTP server login. 

[password] Enter the password for FTP server login. 

Switch# firmware 
upgrade tftp 
[A.B.C.D | 
A:B:C:D:E:F:G:H] 
[file_name] [Image-
1| Image-2] 

[A.B.C.D | 
A:B:C:D:E:F:G:H] 

Enter the IP address of your TFTP server. 

[file_name] Enter the firmware file name that you want to 
upgrade. 

[Image-1| Image-
2] 

Choose image-1 or image-2 for the firmware to 
be upgraded to. 

Example 
Switch# firmware upgrade ftp 192.168.1.198 HS_0600_file.bin Image-1 edgeswitch10 
abcxyz 
Switch# firmware upgrade tftp 192.168.1.198 HS_0600_file.bin Image-2 

 
 

2.5.3 IP Command 

Command Parameter Description 
Switch# ip address 
dhcp recycle 

 DHCP Release packets and Discover packets will 
be sent to DHCP server in a manual way. And it 
will ask for IP address from DHCP server again. 
 
Note 1: Need to enable DHCP mode under the 
IP global configuration mode before issuing 
this command. See Section 2.6.11 for more 
details. 
 
Note 2: The command is just one-time 
command, and the setting will not be saved 
into the configuration file. 

 
 

2.5.4 Ping Command 

Command Parameter Description 
Switch# ping 
[A.B.C.D  | 
A:B:C:D:E:F:G:H] [-
s 1-20000] [-c 1-99]  

[A.B.C.D  | 
A:B:C:D:E:F:G:H] 

Enter the IPv4/IPv6 address that you would like to 
ping. 

[-s 1-20000] Enter the packet size that would be sent. The 
allowable packet size is from 1 to 20000 bytes. 
(optional) 

[-c 1-99] Enter the counts of PING packets that would be 
transmitted. The allowable value is from 1 to 99. 
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Switch# show acl ipv6 
[index | sequence] 

[index | sequence] Display all valid IPv6 ACL rules sorted 
by specific option. 

Switch(config)# show acl 
ipv4 

 Display all valid IPv4 ACL rules. 

Switch(config)# show acl 
ipv6 

 Display all valid IPv6 ACL rules. 

Switch(config)# show acl 
ipv4 [1-64] 

[1-64] Display the specified IPv4 ACL rule 
configuration. 

Switch(config)# show acl 
ipv6 [1-32] 

[1-32] Display the specified IPv6 ACL rule 
configuration. 

Switch(config)# show acl 
ipv4 [index | sequence] 

[index | sequence] Display all valid IPv4 ACL rules sorted 
by specific option. 

Switch(config)# show acl 
ipv6 [index | sequence] 

[index | sequence] Display all valid IPv6 ACL rules sorted 
by specific option. 

Switch(config-acl-ipv4(6)-
RULE)# show 

 Display the specified ACL rule 
configuration. 

 



https://tw.dictionary.yahoo.com/dictionary?p=authentication
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Below is an example of creating a dynamic link aggregation group using Channel-group 
commands to have the users realize the commands we mentioned above in this section. 
 

Command                                                     Purpose 
STEP1 

 
configure  
 
Example: 
Switch# config 
Switch(config)# 

Enter the global 
configuration mode. 

STEP2 

(Optional)  
channel -group distribution -rule  source-ip  
 
Example: 
Switch(config)# channel-group distribution-rule source-ip 
OK ! 

Enable Source IP Address 
in Distribution Rule. 
 

STEP3 

(Optional)  
channel -group distribution -rule  destination -ip  
 
Example: 
Switch(config)# channel-group distribution-rule destination-ip 
OK ! 

Enable Destination IP 
Address in Distribution 
Rule. 
 

STEP4 

(Optiona l) 
channel -group distribution -rule  source-L4-port  
 
Example: 
Switch(config)# channel-group distribution-rule source-L4-port 
OK ! 

Enable Source L4 Port in 
Distribution Rule. 
 

STEP5 

(Optional)  
channel -group distribution -rule  destination -L4-port  
 
Example: 
Switch(config)# channel-group distribution-rule destination-L4-port 
OK ! 

Enable Destination L4 Port 
in Distribution Rule. 
 

STEP6 

(Optional)  
channel -group distribution -rule  source-mac 
 
Example: 
Switch(config)# channel-group distribution-rule source-mac 
OK ! 
 

Enable Source Mac 
Address in Distribution 
Rule. 
 

STEP7 

(Optional)  
channel -group distribution -rule  destination -mac 
 
Example: 
Switch(config)# channel-group distribution-rule destination-mac 
OK ! 

Enable Destination Mac 
Address in Distribution 
Rule. 
 
 

STEP8 
 

interface port_list  
 
Example: 
Switch(config)# interface 5-7 
Switch(config-if-5-7)# 

Speciy the interfaces that 
you would like to set to 
LACP Group. 
 

STEP9 
 

channel -group lacp 
 
Example: 
Switch(config-if-5-7)# channel-group lacp 
OK ! 

Enable Port 5~Port 7 to 
LACP Port. 
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2.6.7 Dot1x Command 

The IEEE 802.1X/MAB standard provides a port-based network access control and authentication 
protocol that prevents unauthorized devices from connecting to a LAN through accessible switch 
ports. Before services are made available to clients connecting to a VLAN, clients that are 802.1X-
complaint should successfully authenticate with the authentication server.  
 
Initially, ports are in the authorized state which means that ingress and egress traffic are not 
allowed to pass through except 802.1X protocol traffic. When the authentication is successful with 
the authentication server, traffic from clients can flow normally through a port. If authentication fails, 
ports remain in unauthorized state but retries can be made until access is granted. 
 
 

Dot1x Command Parameter  Description 
Switch(config)# dot1x  Enable IEEE 802.1X/MAB function. 

When enabled, the Managed 
Switch acts as a proxy between the 
802.1X-enabled client and the 
authentication server. In other 
words, the Managed Switch 
requests identifying information 
from the client, verifies that 
information with the authentication 
server, and relays the response to 
the client. 

Switch(config)# dot1x radius-
assigned vlan 

 Enable radius-assigned vlan of the 
system. 

Switch(config)# dot1x 
reauthentication 

 Enable auto reauthentication 
function of the system. 

Switch(config)# dot1x secret 
[shared_secret] 

[shared_secret] Specify a shared secret of up to 30 
characters. This is the identification 
word or number assigned to each 
RADIUS authentication server with 
which the client shares a secret.  

Switch(config)# dot1x server 
[A.B.C.D] 

[A.B.C.D] Specify the IPv4 address of 
RADIUS authentication server. 

No command   
Switch(config)# no dot1x  Disable IEEE 802.1X/MAB function. 
Switch(config)# no dot1x radius-
assigned vlan 

 Disable radius-assigned vlan of the 
system. 

Switch(config)# no dot1x 
reauthentication 

 Disable auto reauthentication 
function of the system. 

Switch(config)# no dot1x secret  Remove the configured shared 
secret. 

Switch(config)# no dot1x server  Remove the configured IPv4 
address of RADIUS authentication 
server. 

Show command   
Switch(config)# show dot1x  Show 802.1X/MAB system 

configuration. 
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Switch(config-if-1-3)# dot1x reauthenticate Re-authenticate the selected 
interfaces immediately. 
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2.6.8 Digital Input Command 

Digital Input Command Parameter  Description 
Switch(config)# digital input 
[1] 

[1] Specify the digital input number. 

Switch(config-input-1)# 
normal [open | close] 

[open | close] Specify the normal digital input type 
between open and close status for the 
digital input 1. 

No command  

Switch(config)# no digital 
input 1 

 Reset all digital input settings back to 
the default. 

Switch(config-input-1)# no 
normal 

 Reset the normal digital input type 
back to the default. (Open) 

Show command  Description 
Switch# show digital input  Display the current digital input 

configuration. 
Switch# show digital input 
status 

 Display the digital input status. 

Switch(config)# show 
digital input 

 Display the current digital input 
configuration. 

Switch(config)# show 
digital input status 

 Display the digital input status. 

Switch(config-input-1)# 
show 

 Display the current normal status of the 
specified Digital Input. 
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Fast Redundancy Command Parameter  Description 
Switch(config)# fast-
redundancy id [group_id] 

[1-2] Create a fast redundancy group and 
assign it to an id number. 

Switch(config-fr-ID)# 
description [description] 

[description] Enter a brief description for the 
specified fast redundancy group. Up 
to 35 alphanumeric characters can 
be accepted. 

Switch(config-fr-ID)# enable   Enable the specified group of fast 
redundancy. 
 
Note: 
The port setting must be done 
beforehand to successfully 
enable the fast redundancy 
group. 

Switch(config-fr-ID)# protocol 
[chain] 

[chain] Apply the Chain protocol on the 
specified group of fast redundancy. 

Switch(config-fr-ID-chain)# 
chain-port1 interface 
[port_number] role [role] chain-
port2 [disable] 

[port_number] Specify a single port to serve as the 
1st interface of the Chain protocol. 
 
Note: 
Each port can only be assigned 
to one single interface in the 
entire configuration of the fast 
redundancy. 

[head | tail] Assign a role to the 1st interface of 
the Chain protocol. 

[disable] Disable the 2nd interface of the 
Chain protocol. Only when the role 
of the 1st interface of the Chain 
protocol is specified as either head 
or tail can the 2nd interface be 
disabled. 

Switch(config-fr-ID-chain)# 
chain-port1 interface 
[port_number] role [role] chain-
port2 interface [port_number] 
role [role] 

[port_number] Specify a single port to serve as the 
1st interface of the Chain protocol. 
 
Note: 
Each port can only be assigned 
to one single interface in the 
entire configuration of the fast 
redundancy. 

[head | member | tail] Assign a role to the 1st interface of 
the Chain protocol. 

[port_number] Specify a single port to serve as the 
2nd interface of the Chain protocol. 
 
Note: 
Each port can only be assigned 
to one single interface in the 
entire configuration of the fast 
redundancy. 

[member] Assign a role to the 2nd interface of 
the Chain protocol. Only member is 
allowed. 
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Switch(config-fr-ID)# protocol 
[fast-ringv2] role [role] 

[fast-ringv2] Apply the Fast Ring v2 protocol on 
the specified group of fast 
redundancy. 

[master | slave] Specify the role of the Managed 
Switch. 

Switch(config-fr-ID-ringv2-
ROLE)# ring-port1 interface 
[port_number] ring-port2 
interface [port_number] 

[port_number] Specify a single port to serve as the 
1st interface of the Fast Ring v2 
protocol. 
 
Note: 
Each port can only be assigned 
to one single interface in the 
entire configuration of the fast 
redundancy. 

[port_number] Specify a single port to serve as the 
2nd interface of the Fast Ring v2 
protocol. 
 
Note: 
Each port can only be assigned 
to one single interface in the 
entire configuration of the fast 
redundancy. 

No Command 
Switch(config)# no fast-
redundancy id [group_id] 

[1-2] Remove the specified fast 
redundancy group. 

Switch(config-fr-ID)# no 
description  

 Remove the configured description 
for the specified fast redundancy 
group. 

Switch(config-fr-ID)# no enable  Disable the specified group of fast 
redundancy. 

Show Command 
Switch(config)# show fast-
redundancy all 

 Show the current configuration, the 
topology change status, and the 
statistics of the entire fast 
redundancy function. 

Switch(config)# show fast-
redundancy id [group_id] 

[1-2] Show the current configuration of 
the specified fast redundancy group 
and the topology change status. 

Switch(config)# show fast-
redundancy id [group_id] 
statistics 

[1-2] Show the current configuration and 
the statistics of the specified fast 
redundancy group. 

Switch(config)# show fast-
redundancy id [group_id] 
statistics clear 

[1-2] Clear the statistics of the specified 
fast redundancy group. 

Switch(config)# show fast-
redundancy topology  

 Show the fast redundancy topology 
change status. 

Switch(config)# show fast-
redundancy topology clear 

 Clear the record of the fast 
redundancy topology change 
status. 

Examples of Fast Redundancy Command   
Switch(config)# fast-redundancy id 1 Create a fast redundancy group and 

specify its ID to 1.  
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with a hyphen. For example:1,3 or 2-4 

Switch(config-if-1-3)# ip dhcp snooping 
option  

Enable DHCPv4 Option 82 / DHCPv6 
Option 37 relay agent for Port 1~3. 

Switch(config-if-1-3)# ip dhcp snooping trust Configure Port 1~3 as DHCPv4 Option 82 / 
DHCPv6 Option 37 trust ports. 
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6. Enable or disable IGMP/MLD snooping globally. 
 
IGMP, Internet Group Management Protocol, is a communication protocol used to manage the 
membership of Internet Protocol multicast groups. IGMP is used by IP hosts and adjacent 
multicast routers to establish multicast group memberships. It can be used for online streaming 
video and gaming, and allows more efficient use of resources when supporting these uses. 
 
IGMP Snooping is the process of listening to IGMP traffic. IGMP snooping, as implied by the name, 
is a feature that allows the switch to "listen in" on the IGMP conversation between hosts and 
routers by processing the layer 3 packets IGMP packets sent in a multicast network. 
 
When IGMP snooping is enabled in a switch it analyses all the IGMP packets between hosts 
connected to the switch and multicast routers in the network. When a switch hears an IGMP report 
from a host for a given multicast group, the switch adds the host's port number to the multicast list 
for that group. And, when the switch hears an IGMP Leave, it removes the host's port from the 
table entry. 
 
IGMP snooping can very effectively reduce multicast traffic from streaming and other bandwidth 
intensive IP applications. A switch using IGMP snooping will only forward multicast traffic to the 
hosts interested in that traffic. This reduction of multicast traffic reduces the packet processing at 
the switch (at the cost of needing additional memory to handle the multicast tables) and also 
reduces the workload at the end hosts since their network cards (or operating system) will not 
have to receive and filter all the multicast traffic generated in the network. 
 
Multicast Listener Discovery (MLD) is a component of the Internet Protocol Version 6 (IPv6) suite. 
MLD is used by IPv6 routers for discovering multicast listeners on a directly attached link, much 
like IGMP is used in IPv4. 
 

IGMP/MLD Snooping 
Command  Parameter Description 

Switch(config)# ip igmp 
snooping 

 Enable IGMP/MLD snooping. 
When enabled, the Managed Switch will 
monitor network traffic and determine 
which hosts to receive multicast traffic. 
This is for IGMPv1, v2 and MLDv1 only. 

Switch(config)# ip igmp 
snooping version-3  

 Enable IGMPv3/MLDv2 snooping. 
When enabled, the Managed Switch will 
monitor network traffic and determine 
which hosts to receive multicast traffic. 
This is for IGMPv3 and MLDv2 only. 

Switch(config)# ip igmp 
snooping flooding 

 Enable Unregistered IPMC Flooding 
function. Set forwarding mode for 
unregistered (not-joined) IP multicast 
traffic. The traffic will flood when enabled. 
However, the traffic will be forwarded to 
router-ports only when disabled. 

Switch(config)# ip igmp 
snooping immediate-leave 

 Enable immediate leave function. 

Switch(config)# ip igmp 
snooping stream-life-time 

 Enable IGMP/MLD snooping stream life 
time function. The multicast packet stream 
will be stopped once reaching the end of 
its specified lifespan. 
 
Note: 
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2.6.12 IPv6 Command 

Brief Introduction to IPv6 Addressing 
 
IPv6 addresses are 128 bits long and number about 3.4×1038. IPv6 addresses are written in eight 
groups of four hexadecimal digits separated by colons, such as  
 
2001:0db8:85a3:0000:0000:8a2e:0370:7334 
 
IPv6 unicast addresses other than those that start with binary 000 are logically divided into two 
parts: a 64-bit network prefix and a 64-bit interface identifier. 
 
Stateless Autoconfiguration 
 
IPv6 lets any host generate its own IP address and check if it's unique in the scope where it will be 
used. IPv6 addresses consist of two parts. The leftmost 64 bits are the subnet prefix to which the 
host is connected, and the rightmost 64 bits are the identifier of the host's interface on the subnet. 
This means that the identifier need only be unique on the subnet to which the host is connected, 
which makes it much easier for the host to check for uniqueness on its own. 

 
Link local address 
 
The first step a host takes on startup or initialization is to form a link-local address from its MAC 
address and the link-local prefix FE80::/10. This is done by putting the prefix into the leftmost bits 
and the MAC address (in EUI-64 format) into the rightmost bits, and if there are any bits left in 
between, those are set to zero. 
 
Global address 
 
This is done in the same fashion as the link-local address, but instead of the link-local prefix FE80:: 
it will use the prefix supplied by the router and put it together with its identifier (which by default is 
the MAC address in EUI-64 format). 

 
Some IPv6 addresses are reserved for special purposes, such as loopback, 6to4 tunneling, and 
Teredo tunneling, as outlined in RFC 5156. Also, some address ranges are considered special, 
such as link-local addresses for use on the local link only, Unique Local addresses (ULA), as 
described in RFC 4193, and solicited-node multicast addresses used in the Neighbor Discovery 
Protocol. 
 
DHCPv6 
 
IPv6 hosts may automatically generate IP addresses internally using stateless address 
autoconfiguration, or they may be assigned configuration data with DHCPv6. 
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2.6.13 LLDP Command 

LLDP stands for Link Layer Discovery Protocol and runs over data link layer. It is used for network 
devices to send information about themselves to other directly connected devices on the network. 
By using LLDP, two devices running different network layer protocols can learn information about 
each other. A set of attributes are used to discover neighbor devices. These attributes contain type, 
length and value descriptions, and are referred to as TLVs. Details such as port description, 
system name, system description, system capabilities, and management address can be sent and 
received on this Managed Switch.  
 
 

LLDP Command Parameter Description 
Switch(config)# lldp  Enable LLDP function. 

Switch(config)# lldp 
hold-time [1-3600] 

[1-3600] Specify the amount of time in seconds. A receiving 
device will keep the information sent by your 
device for a period of time you specify here before 
discarding it. The allowable hold-time value is 
between 1 and 3600 seconds. 

Switch(config)# lldp 
interval [1-180] 

[1-180] Specify the time interval for updated LLDP packets 
to be sent. The allowable interval value is between 
1 and 180 seconds. 

Switch(config)# lldp 
packets [1-16] 

[1-16] Specify the amount of packets that are sent in 
each discovery. The allowable packet value is 
between 1 and 16 packets. 

Switch(config)# lldp tlv-
select capability 

 Enable Capability attribute to be sent. 

Switch(config)# lldp tlv-
select management-
address 

 Enable Management Address attribute to be sent. 

Switch(config)# lldp tlv-
select port-description 

 Enable Port Description attribute to be sent. 

Switch(config)# lldp tlv-
select system-
description 

 Enable System Description attribute to be sent. 

Switch(config)# lldp tlv-
select system-name 

 Enable System Name attribute to be sent. 

No command  
Switch(config)# no lldp Disable LLDP function. 
Switch(config)# no lldp hold-time Reset the hold-time value back to the default. (120 

seconds) 
Switch(config)# no lldp interval Reset the time interval value of sending updated 

LLDP packets back to the default.(5 seconds) 
Switch(config)# no lldp packets Reset the amount of packets that are sent in each 

discover back to the default.(1 packet) 
Switch(config)# no lldp tlv-select 
capability 

Disable Capability attribute to be sent. 

Switch(config)# no lldp tlv-select 
management-address 

Disable Management Address attribute to be sent. 
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Switch(config-if-PORT-PORT)# no 
l2protocol-tunnel point-to-point 
pagp 

 Disable point-to-point layer 2 protocol 
tunneling for PAgP packets on the 
selected port(s). 

Switch(config-if-PORT-PORT)# no 
l2protocol-tunnel point-to-point 
udld 

 Disable point-to-point layer 2 protocol 
tunneling for UDLD packets on the 
selected port(s). 

Switch(config-if-PORT-PORT)# no 
l2protocol-tunnel stp 

 Disable layer 2 protocol tunneling for 
STP packets on the selected port(s). 

Switch(config-if-PORT-PORT)# no 
l2protocol-tunnel vtp 

 Disable layer 2 protocol tunneling for 
VTP packets on the selected port(s). 
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2.6.17 Management Command 

Configure console/telnet/web/SSH access control and timeout value. 
 

Management Command Parameter  Description 
Switch(config)# management 
console 

 Enable Console management. To manage 
the Managed Switch via Console. 

Switch(config)# management 
console fail-retry [1-10] 

[1-10] Configure the retry times if the console 
login fails. The allowable value is 1~10 
(times). 

Switch(config)# management 
console block-time [1-120] 

[1-120] Configure the coslole block time of the 
Managed Switch if the console login retry 
times are more than the console fail-retry 
value you set up. The allowable value 1-
120 (minutes). 

Switch(config)# management 
console timeout [1-1440]  

[1-1440] To disconnect the Managed Switch when 
console management is inactive for a 
certain period of time. The allowable value 
is from 1 to 1440 (seconds). 

Switch(config)# management 
console timeout [1-1440] min 

[1-1440] To disconnect the Managed Switch when 
console management is inactive for a 
certain period of time. The allowable value 
is from 1 to 1440 (minutes). 

Switch(config)# management 
ssh 

 Enable SSH management. To manage the 
Managed Switch via SSH. 

Switch(config)# management 
telnet  

 Enable Telnet Management. To manage 
the Managed Switch via Telnet. 

Switch(config)# management 
telnet port [1-65535] 

[1-65535] When telnet is enabled, you can set up the 
port number that allows telnet access. 
The default port number is set to 23. 
However, you can also identify a port 
number between 1 and 65535. 

Switch(config)# management 
web 

 Enable Web management by the http 
method. 

Switch(config)# management 
web [http | https | disable] 

[http | 
https | 
disable] 

Enable or disable Web Management. You 
can enable this management and manage 
the Managed Switch via the specified web 
management method between http and 
https.  

Switch(config)# management 
web timeout [1-1440] 

[1-1440] To disconnect the Managed Switch when 
web management is inactive for a certain 
period of time. The allowable value is from 
1 to 1440 (minutes). 

No command  
Switch(config)# no management 
console 

 Disable Console management. 

Switch(config)# no management 
console fail-retry 

 Reset console fail-retry times back to the 
default (3 times). 

Switch(config)# no management 
console block-time 

 Reset console block-time back to the 
default (5 minutes). 
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2.6.19 MVR Command 

MVR (Multicast VLAN Registration) allows clients receiving multicast stream transmitted from the 
upstream device to reside in different VLANs, which is particularly suitable for networks with the 
high demand of bandwidth. 
 
Instead of transmitting multiple copies of multicast traffic to clients in the different VLANs 
separately, an upstream device merely needs to transmit multicast traffic to a multicast VLAN if the 
configured MVR is enabled on Managed Switch. Therefore, the network bandwidth can greatly be 
saved and diminish the load of upstream device(s) without sending several identical multicast data 
flows downstream to each client VLAN.  
 
MVR also allows a client on a port to subscribe/unsubscribe to a multicast stream on the multicast 
VLAN. MVR not only provides the ability to continuously send multicast streams to the multicast 
VLAN, but isolates the multicast streams from the client VLANs for the reasons of bandwidth and 
security. 
 
1. Set up MVR 
MVR Command Parameter  Description 
Switch(config)# mvr  Globally enable the MVR function. 

Switch(config)# mvr vlan [1-
4094] 

[1-4094] Configure the specified VLAN as a 
multicast VLAN. 

Switch(config-mvr-ID)# active  Enable the specified multicast VLAN. 

Switch(config-mvr-ID)# 
multicast-group ipv4 all 

 Specify all of IPv4 multicast addresses as 
the multicast group for the selected 
multicast VLAN. 

Switch(config-mvr-ID)# 
multicast-group ipv4 range from 
[E.F.G.H] to [E.F.G.H] 

[E.F.G.H] Specify a range of IPv4 multicast 
addresses as the multicast group for the 
selected multicast VLAN. [E.F.G.H] 

Switch(config-mvr-ID)# 
multicast-group ipv6 all 

 Specify all of IPv6 multicast addresses as 
the multicast group for the selected 
multicast VLAN. 

Switch (config-mvr-ID)# 
multicast-group ipv6 range from 
[A:B:C:D:E:F:G:H] to 
[A:B:C:D:E:F:G:H] 

[A:B:C:D:E:F:G:H] Specify a range of IPv6 multicast 
addresses as the multicast group for the 
selected multicast VLAN. [A:B:C:D:E:F:G:H] 

Switch (config-mvr-ID)# name 
[mvr_name] 

[mvr_name] Specify a MVR name for the selected 
multicast VLAN. Up to 15 characters can 
be accepted. 

No command  
Switch(config)# no mvr  Globally disable the MVR function. 

Switch(config)# no mvr vlan [1-
4094] 

[1-4094] Remove the specified multicast VLAN. 

Switch(config-mvr-ID)# no active  Disable the specified multicast VLAN. 
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Switch(config-mvr-ID)# no 
multicast-group ipv4 all 

 Remove the specific IPv4 multicast group 
assigned with all IPv4 multicast 
addresses for the selected multicast 
VLAN. 

Switch(config-mvr-ID)# no 
multicast-group ipv4 range from 
[E.F.G.H] to [E.F.G.H] 

[E.F.G.H] Remove the specific IPv4 multicast group 
assigned with the specified range of IPv4 
multicast addresses for the selected 
multicast VLAN. 

[E.F.G.H] 

Switch(config-mvr-ID)# no 
multicast-group ipv6 all 

 Remove the specific IPv6 multicast group 
assigned with all IPv6 multicast 
addresses for the selected multicast 
VLAN. 

Switch(config-mvr-ID)# no 
multicast-group ipv6 range from 
[A:B:C:D:E:F:G:H] to 
[A:B:C:D:E:F:G:H] 

[A:B:C:D:E:F:G:H] Remove the specific IPv6 multicast group 
assigned with the specified range of IPv6 
multicast addresses for the selected 
multicast VLAN. 

[A:B:C:D:E:F:G:H] 

Switch(config-mvr-ID)# no name  Reset the MVR name back to the default 
for the selected multicast VLAN. 

Show command  
Switch# show mvr  Show the current MVR configuration. 

Switch# show mvr interface  Show the current MVR port configuration 
of each port. 

Switch# show mvr interface 
[port_list] 

[port_list] Show the current MVR port configuration 
of the specific port. 

Switch# show mvr multicast-
group 

 Show the current configuration of all IPv4 
and IPv6 multicast groups. 

Switch# show mvr multicast-
group ipv4 

 Show the current configuration of all IPv4  
multicast groups. 

Switch# show mvr multicast-
group ipv4 from [E.F.G.H] to 
[E.F.G.H] 

[E.F.G.H] Show the current configuration of the 
specified IPv4 multicast group. 
 [E.F.G.H] 

Switch# show mvr multicast-
group ipv6 

 Show the current configuration of all IPv6  
multicast groups. 

Switch# show mvr multicast-
group ipv6 from 
[A:B:C:D:E:F:G:H] to 
[A:B:C:D:E:F:G:H] 

[A:B:C:D:E:F:G:H] Show the current configuration of the 
specified IPv6 multicast group. 
 [A:B:C:D:E:F:G:H] 

Switch# show mvr multicast-
group vlan [1-4094] 

[1-4094] Show the current multicast group 
configuration for the specific multicast 
VLAN. 

Switch# show mvr vlan [1-4094] [1-4094] Show the current configuration of the 
specific multicast VLAN. 

Switch(config)# show mvr  Show the current MVR configuration. 

Switch(config)# show mvr 
interface 

 Show the current MVR port configuration 
of each port. 

Switch(config)# show mvr 
interface [port_list] 

[port_list] Show the current MVR port configuration 
of the specific port. 

Switch(config)# show mvr 
multicast-group 

 Show the current configuration of all IPv4 
and IPv6 multicast groups. 

Switch(config)# show mvr 
multicast-group ipv4 

 Show the current configuration of all IPv4  
multicast groups. 
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Sender port: The sender port is the 
multicast server port. Configure uplink 
ports that receive and send multicast 
data as sender ports. Clients cannot 
be directly connected to sender ports. 
 
Note: The port number configured 
as Receiver port cannot be the 
Sender port. 

No command   
Switch(config-if-PORT-PORT)# no 
mvr vlan [1-4094] type receiver-
port 

[1-4094] Remvoe the selected port(s) 
configured as the receiver port for the 
specified multicast VLAN. 

Switch(config-if-PORT-PORT)# no 
mvr vlan [1-4094] type sender-port 

[1-4094] Remvoe the selected port(s) 
configured as the sender port for the 
specified multicast VLAN. 







 
94 

 

2.6.21 QoS Command 

1. Set up QoS 
 

QoS Command Parameter Description 
Switch(config)# qos [802.1p | dscp] [802.1p | dscp] Specify QoS mode. 
Switch(config)# qos dscp-map [0-
63] [0-7] 

[0-63] Specify a DSCP bit value. 
[0-7] Specify a queue value. 

Switch(config)# qos management-
priority [0-7] 

[0-7] Specify management default 
802.1p bit. 

Switch(config)# qos queuing-mode 
[weight | strict] 

[weight | strict] Specify QoS Queue mode 
between weight and strict mode. 

Switch(config)# qos queue-
weighted [1:2:4:8:16:32:64:127] 

[1:2:4:8:16:32:64
:127] 

Specify the queue weighted. 

Switch(config)# qos remarking dscp  
 

 Globally enable DSCP 
remarking. 

Switch(config)# qos remarking 
dscp-map [1-8] 

[1-8] Specify the DSCP and priority 
mapping ID. 

Switch (config-dscp-map-ID)# new-
dscp [0-63] 

[0-63] Specify the new DSCP bit value 
for the selected priority mapping 
ID. 

Switch (config-dscp-map-ID)# rx-
dscp [0-63] 

[0-63] Specify the received DSCP bit 
value for the selected priority 
mapping ID. 

Switch(config)# qos remarking 
802.1p 

 Globally enable 802.1p  
remarking. 

Switch(config)# qos remarking 
802.1p-map [1-8] 

[1-8] Specify the 802.1p and priority 
mapping ID. 

Switch (config-802.1p-map-ID)# 
priority [0-7]  

[0-7] Specify the new 802.1p bit value 
for the selected priority mapping 
ID. 

Switch(config)# qos 802.1p-map [0-
7] [0-7] 

[0-7] Specify an 802.1p bit value. 
[0-7] Specify a queue value. 

No command   
Switch(config)# no qos   Disable QoS function. 

Switch(config)# no qos dscp-map 
[0-63] 

[0-63] Reset the specified DSCP bit 
value back to the default queue 
value (Q(0)). 

Switch(config)# no qos 
management-priority 

 Reset management 802.1p bit 
back to the default (0). 

Switch(config)# no qos queuing-
mode 

 Specify QoS queuing mode as 
strict mode. 

Switch(config)# no qos queue-
weighted 

 Reset the queue weighted value 
back to the default. 

Switch(config)# no qos remarking 
dscp  

 Globally disable DSCP 
remarking. 

Switch(config)# no qos remarking 
dscp-map [1-8]  

[1-8] Reset the DSCP remaking for 
the specified priority mapping ID 
back to the default. 

Switch (config-dscp-map-ID)# no 
new-dscp  

 Reset the new DSCP bit value 
for the selected priority mapping 
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Switch(config-if-PORT-PORT)# 
qos rate-limit egress rate [500-
1000000 | 1-1000] Kbps/Mbps 

[500-
1000000 | 1-
1000] 
Kbps/Mbps 

Specify the egress rate limit value.  
(Valid range is from 500-1000000 in 
unit of Kbps or 1-1000 in unit of 
Mbps). 

Switch(config-if-PORT-PORT)# 
qos rate-limit egress unit [Kbps | 
Mbps] 

[Kbps | Mbps] Specify the unit of the egress rate 
limit between Kbps and Mbps. 

Switch(config-if-PORT-PORT)# 
qos user-priority [0-7] 

[0-7] Specify the default priority bit (P-bit) 
to the selected interfaces. 

No command   
Switch(config-if-PORT-PORT)# no 
qos rate-limit ingress 

 Disable QoS ingress rate limit 
settings. 

Switch(config-if-PORT-PORT)# no 
qos rate-limit ingress rate 

 Reset the ingress rate limit value 
back to the default.  

Switch(config-if-PORT-PORT)# no 
qos rate-limit ingress unit 

 Reset the unit of the ingress rate 
limit back to the default (Kbps). 

Switch(config-if-PORT-PORT)# no 
qos rate-limit egress 

 Disable QoS egress rate limit 
settings. 

Switch(config-if-PORT-PORT)# no 
qos rate-limit egress rate 

 Reset the egress rate limit value 
back to the default. 

Switch(config-if-PORT-PORT)# no 
qos rate-limit egress unit 

 Reset the unit of the egress rate 
limit back to the default (Kbps). 

Switch(config-if-PORT-PORT)# no 
qos user-priority 

 Reset the user priority value setting 
back to the default.(0) 
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For QoS configuration via CLI, we take an Managed Switch for example to let the users have a 
clear understanding of these QoS commands. 
 
Under this network environment, Managed Switch will be configured as Table 2-1. Port 1-5 are 
client ports and Port 25 is the uplink port of the device. Client ports will receive the data traffic with 
different VLAN P-bit value. Port 3, Port 4 and Port 5 are also limited to specified bandwidth in the 
different rate limit in ingress and egress. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
QoS Mode: 802.1p; Queue Mode: Weight; Port 25: Uplink Port. 
Queue-Weighted: 1(Q0):2(Q1):3(Q2):4(Q3):5(Q4):6(Q5):7(Q6):8(Q7)  

802.1p Priority 
Map P-Bit Queue 

Mapping 
Ingress 

Rate 
Egress 

Rate 
Remark 

Port 1 0 Q0 Default Default The rest of P-Bits are 
default value. Port 2 1 Q1 Default Default 

Port 3 3 Q2 10000 10000 

Port 4 3 Q2 10000 10000 

Port 5 5 Q3 1G 1G 
                                                                           Table 2-1 
 
Below is the complete CLI commands applied to Managed Switch.  
 

  Command Purpose 
STEP1 

 
conf igure  
 
Example: 
Switch# config 
Switch(config)# 

Enter the global configuration 
mode. 

STEP2 qos 802.1p   
 
Example: 
Switch(config)# qos 802.1p 
OK ! 

In this example, it configures 
the QoS Mode to 802.1p. 
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STEP23 qos rate -limit egress rate 

limit_rate(kbps/Mbps ) 
 
Example: 
Switch(config-if-5)# qos rate-limit egress rate 1000000 
OK ! 

In this example, it configures 
Port 5 with 1G Engress Rate. 

STEP24 qos user -priority   P-Bit 

 
Example: 
Switch(config-if-5)# qos user-priority 5 

In this example, it configures 
P-Bit value as 5 for Port 5. 

STEP25 exit  
 
Example: 
Switch(config-if-5)# exit 
Switch(config)# 

Return to the global 
configuration mode. 

STEP26 exit  
 
Example: 
Switch(config)# exit 
Switch# 

Return to the Privileged mode. 

STEP27 write  
 
Example: 
Switch# write 
Save Config Succeeded! 

Save the running 
configuration into the startup 
configuration. 
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After completing the QoS settings for your switches, you can issue the commands listed below for 
checking your configuration  
 
Example 1,   
 
Switch(config)# show qos 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
======================================================================= 
QoS Information 
======================================================================= 
QoS Mode    : 802.1p 
Egress Mode : weight 
Weight           : 1:2:3:4:5:6:7:8 
 
Press Ctrl-C to exit or any key to continue! 
 
Priority   Queue 
---------  ---------- 
         0      Q0 
         1      Q1 
         2      Q0 
         3      Q2 
         4      Q0 
         5      Q3 

6      Q0 
         7      Q0 
 
Press Ctrl-C to exit or any key to continue! 

 
DSCP  Queue   DSCP  Queue   DSCP  Queue   DSCP  Queue 
--------  ----------  ---------  ---------   --------- ---------   ---------  -------- 
       0      Q0            1      Q0             2       Q0          3          Q0 
       4      Q0            5      Q0             6       Q0          7          Q0 
       8      Q0            9      Q0           10       Q0         11         Q0 
     12      Q0          13      Q0           14       Q0         15         Q0 
     16      Q0          17      Q0           18       Q0         19         Q0 
     20      Q0          21      Q0           22       Q0         23         Q0 
     24      Q0          25      Q0           26       Q0         27         Q0 
     28      Q0          29      Q0           30       Q0         31         Q0 
 
Press Ctrl-C to exit or any key to continue!  

 
  32      Q0           33      Q0          34        Q0         35          Q0 
36      Q0           37      Q0          38        Q0         39          Q0 

  40      Q0           41      Q0          42        Q0         43          Q0 
44      Q0           45      Q0          46        Q0         47          Q0 
48      Q0           49      Q0          50        Q0         51          Q0 
52      Q0           53      Q0          54        Q0         55          Q0 
56      Q0           57      Q0          58        Q0         59          Q0 

    60      Q0           61      Q0          62        Q0         63          Q0 
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Press Ctrl-C to exit or any key to continue! 
 
Port   Priority 
------  -------- 
    1    0 
    2    1 
    3    3 
    4    3 
    5    5 
    6    0 
    7    0 
    8    0 
    9    0 
   10   0 
 
Press Ctrl-C to exit or any key to continue! 
 
   11   0 
   12   0 
   13   0 
   14   0 
   15   0 
   16   0 
   17   0 
   18   0 
   19   0 
   20   0 
 
Press Ctrl-C to exit or any key to continue! 
 
   21   0 
   22   0 
   23   0 
   24   0 
   25   0 
   26   0 
   27   0 
   28   0 
CPU   0 
 
 
Switch(config)# 
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Example 2, 
 
Switch(config)# show qos interface 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

======================================================================= 
QoS port Information : 
======================================================================= 
            Ingress Rate                             Egress Rate 
       -------------------------------     ------------------------------------ 
Port   State      Rate        Unit      State         Rate         Unit 
------  ---------  ----------  ----------   ----------  ---------- ----------- 
   1   disable           500  Kbps    disable          500      Kbps 
   2   disable           500  Kbps    disable          500      Kbps 
   3   disable            10   Mbps   disable            10      Mbps 
   4   disable            10   Mbps   disable            10      Mbps 
   5   disable  1000000   Kbps    disable  1000000      Kbps 
   6   disable          500   Kbps    disable          500      Kbps 
   7   disable          500   Kbps    disable          500      Kbps 
   8   disable          500   Kbps    disable          500      Kbps 
 
Press Ctrl-C to exit or any key to continue! 
 
   9    disable           500  Kbps    disable          500      Kbps 
  10   disable           500  Kbps    disable          500      Kbps 
  11   disable           500  Kbps    disable          500      Kbps 
  12   disable           500  Kbps    disable          500      Kbps 
  13   disable           500  Kbps    disable          500      Kbps 
  14   disable           500  Kbps    disable          500      Kbps 
  15   disable           500  Kbps    disable          500      Kbps 
  16   disable           500  Kbps    disable          500      Kbps 
 
Press Ctrl-C to exit or any key to continue! 
 
  17    disable          500  Kbps    disable          500      Kbps 
  18   disable           500  Kbps    disable          500      Kbps 
  19   disable           500  Kbps    disable          500      Kbps 
  20   disable           500  Kbps    disable          500      Kbps 
  21   disable           500  Kbps    disable          500      Kbps 
  22   disable           500  Kbps    disable          500      Kbps 
  23   disable           500  Kbps    disable          500      Kbps 
  24   disable           500  Kbps    disable          500      Kbps 
 
Press Ctrl-C to exit or any key to continue! 
 
  25    disable          500  Kbps    disable          500      Kbps 
  26   disable           500  Kbps    disable          500      Kbps 
  27   disable           500  Kbps    disable          500      Kbps 
  28   disable           500  Kbps    disable          500      Kbps 
 
 
Switch(config)# 
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Switch(config)# no security 
l2control-protocol 20-2F  

 Disable to filter packets with the 
destination MAC address ranging from  
0180c2000020 to 0180c200002f. 

Switch(config)# no security 
l2control-protocol 10  

 Disable to filter packets with the 
destination MAC address 0180c2000010. 

Switch(config)# no security 
mac-limit 

 Globally disable MAC Limit function on the 
switch. 

Switch(config)# no security 
mac-limit notification 
threshold interval 

 Reset the time interval of sending the 
alarm trap or system log back to the 
default if the number of source MAC 
address learned exceeds the limit 
continuously. (120 seconds) 

Switch(config)# no security 
port-isolation 

 Globally disable port isolation function. 

Switch(config)# no security 
storm-protection 

 Globally disable the storm control function. 

Switch(config)# no security 
storm-protection notification 
threshold interval 

 Reset the time interval of sending the 
alarm trap or system log back to the 
default if broadcast/unknown 
multicast/unknown unicast packets flood 
continuously. (120 seconds) 

Show command  
Switch(config)# show 
security delay 

 Show the current delay port linkup 
configuration. 

Switch(config)# show 
security link-flap  

Show the current port link flap 
configuration for sending the alarm trap 
and syslog message. 

Switch(config)# show 
security mac-limit 

 Show the current MAC Limit configuration 
of all ports. 

Switch(config)# show 
security mac-limit [port_list] [port_list] 

Show the current MAC Limit configuration 
of specified port(s). 

Switch(config)# show 
security port-isolation  

Show the current port isolation 
configuration. 

Switch(config)# show 
security storm-protection  

Show the current storm control global 
configuration. 

Switch(config)# show 
security storm-protection 
Interface 

 
Show the current storm control 
configuration of all ports. 

Switch(config)# show 
security storm-protection 
Interface [port_list] 

[port_list] 
Show the current storm control 
configuration of specified port(s). 

Switch(config)# show 
security l2control-protocol 

 Show L2 Control Protocol Filter 
Configuration. 

Examples of Security command   
Switch(config)# security mac-limit 
notification threshold interval 300 

Set the time interval as 300 seconds to 
send the alarm trap or system log if the 
number of source MAC address learned 
exceeds the limit continuously.  

Switch(config)# security storm-protection 
notification threshold interval 200 

To set the time interval as 200 seconds to 
send the alarm trap or system log if 
broadcast/unknown multicast/unknown 
unicast packets flood continuously.  
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Switch(config-if-1-3)# security mac-limit 
maximum 50 

Configure the maximum 50 sets of 
MAC address that can be learned for 
Port1~Port 3 respectively. 
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Switch(config-if-PORT-
PORT)# sfp threshold 
current [high | low] value 
[alarm | warning] [0~1500] 

[high | low] Specify the value respectively for high/low 
alarm/warning current threshold for the 
selected port. The valid value range is 
0~1500 (Unit: 1/10mA). 

[alarm | 
warning] 
[0~1500] 

Switch(config-if-PORT-
PORT)# sfp threshold rx-
power [high | low] 

[high | low] Enable high/low RX power threshold for 
the selected port(s). 

Switch(config-if-PORT-
PORT)# sfp threshold rx-
power [high | low] value [-
400~100] 

[high | low] Specify the value for high/low 
alarm/warning RX power threshold for the 
selected port(s). This command can set 
high/low alarm and warning RX power 
threshold at the same time and apply the 
same specified value. The valid value 
range is -400~100 (Unit: 1/10dBm). 

[-400~100] 

Switch(config-if-PORT-
PORT)# sfp threshold rx-
power [high | low] value 
[alarm | warning] [-400~100] 

[high | low] Specify the value respectively for high/low 
alarm/warning RX power threshold for the 
selected port. The valid value range is  
-400~100 (Unit: 1/10dBm). 

[alarm | 
warning] 
[-400~100] 

Switch(config-if-PORT-
PORT)# sfp threshold 
temperature [high | low] 

[high | low] Enable high/low temperature threshold for 
the selected port(s). 

Switch(config-if-PORT-
PORT)# sfp threshold 
temperature [high | low] 
value [-400~1200] 

[high | low] Specify the value for high/low 
alarm/warning temperature threshold for 
the selected port(s). This command can 
set high/low alarm and warning 
temperature threshold at the same time 
and apply the same specified value. The 
valid value range is -400~1200 (Unit: 1/10 
degrees Celsius). 

[-400~1200] 

Switch(config-if-PORT-
PORT)# sfp threshold 
temperature [high | low] 
value [alarm | warning] [-
400~1200] 

[high | low] Specify the value respectively for high/low 
alarm/warning temperature threshold for 
the selected port(s). The valid value range 
is -400~1200 (Unit: 1/10 degrees Celsius). 

[alarm | 
warning] 
[-400~1200] 

Switch(config-if-PORT-
PORT)# sfp threshold tx-
power [high | low] 

[high | low] Enable high/low TX power threshold for 
the selected port(s). 

Switch(config-if-PORT-
PORT)# sfp threshold tx-
power [high | low] value [-
300~100] 

[high | low] Specify the value for high/low 
alarm/warning TX power threshold for the 
selected port. This command can set 
high/low alarm and warning TX power 
threshold at the same time and apply the 
same specified value. The valid value 
range is -300~100 (Unit: 1/10dBm). 

[-300~100] 
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Switch(config-if-PORT-
PORT)# sfp threshold tx-
power [high | low] value 
[alarm | warning] [-300~100] 

[high | low] Specify the value respectively for high/low 
alarm/warning TX power threshold for the 
selected port. The valid value range is  
-300~100 (Unit: 1/10dBm). 

[alarm | 
warning] 
[-300~100] 

Switch(config-if-PORT-
PORT)# sfp threshold 
voltage [high | low] 

[high | low] Enable high/low voltage threshold for the 
selected port(s). 

Switch(config-if-PORT-
PORT)# sfp threshold 
voltage [high | low] value 
[260~400] 

[high | low] Specify the value for high/low 
alarm/warning voltage threshold for the 
selected port. This command can set 
high/low alarm and warning voltage 
threshold at the same time and apply the 
same specified value. The valid value 
range is 260~400 (Unit: 1/100V). 

[260~400] 

Switch(config-if-PORT-
PORT)# sfp threshold 
voltage [high | low] value 
[alarm | warning] [260~400] 

[high | low] Specify the value respectively for high/low 
alarm/warning voltage threshold for the 
selected port. The valid value range is 
260~400 (Unit: 1/100V). 

[alarm | 
warning] 
[260~400] 

No command  
Switch(config-if-PORT-
PORT)# no sfp threshold 
detect 

 Disable auto detect alarm and warning 
threshold for the selected port(s).  

Switch(config-if-PORT-
PORT)# no sfp threshold 
current [high | low] 

[high | low] Disable high/low current threshold for the 
selected port(s). 

Switch(config-if-PORT-
PORT)# no sfp threshold 
current [high | low] value 

[high | low] Reset the high/low alarm and warning 
current threshold values to default.  

Switch(config-if-PORT-
PORT)# no sfp threshold 
current [high | low] value 
[alarm | warning] 
 

[high | low] Respectively reset the high/low alarm or 
warning current threshold value to default. 

[alarm | 
warning] 

Switch(config-if-PORT-
PORT)# no sfp threshold rx-
power [high | low] 

[high | low] Disable high/low RX power threshold for 
the selected port(s). 

Switch(config-if-PORT-
PORT)# no sfp threshold rx-
power [high | low] value  

[high | low] Reset the high/low alarm and warning RX 
power threshold values to default.  

Switch(config-if-PORT-
PORT)# no sfp threshold rx-
power [high | low] value 
[alarm | warning]  

[high | low] Respectively reset the high/low alarm or 
warning RX power threshold value to 
default. 

[alarm | 
warning] 

Switch(config-if-PORT-
PORT)# no sfp threshold 
temperature [high | low] 

[high | low] Disable high/low temperature threshold for 
the selected port(s). 

Switch(config-if-PORT-
PORT)# no sfp threshold 
temperature [high | low] 
value  

[high | low] Reset the high/low alarm and warning 
temperature threshold values to default.  
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Switch(config-if-PORT-
PORT)# no sfp threshold 
temperature [high | low] 
value [alarm | warning]  

[high | low] Respectively reset the high/low alarm or 
warning temperature threshold value to 
default. 

[alarm | 
warning] 

Switch(config-if-PORT-
PORT)# no sfp threshold tx-
power [high | low] 

[high | low] Disable high/low TX power threshold for 
the selected port(s). 

Switch(config-if-PORT-
PORT)# no sfp threshold tx-
power [high | low] value 

[high | low] Reset the high/low alarm and warning TX 
power threshold values to default.  

Switch(config-if-PORT-
PORT)# no sfp threshold tx-
power [high | low] value 
[alarm | warning] 

[high | low] Respectively reset the high/low alarm or 
warning TX power threshold value to 
default. 

[alarm | 
warning] 

Switch(config-if-PORT-
PORT)# no sfp threshold 
voltage [high | low] 

[high | low] Disable high/low voltage threshold for the 
selected port(s). 

Switch(config-if-PORT-
PORT)# no sfp threshold 
voltage [high | low] value  

[high | low] Reset the high/low alarm and warning 
voltage threshold values to default.  

Switch(config-if-PORT-
PORT)# no sfp threshold 
voltage [high | low] value 
[alarm | warning]  

[high | low] Respectively reset the high/low alarm or 
warning voltage threshold value to default. [alarm | 

warning] 

Example of SFP Threshold & Interface  
Switch(config-if-1-10)# sfp threshold 
temperature high 

Enable high temperature threshold for 
Ports 1-10. 

Switch(config-if-1-10)# sfp threshold 
temperature high value 800 

Configure both high alarm and warning   
temperature thresholds as 80 degrees 
Celsius for Ports 1-10. 

Switch(config-if-1-10)# sfp threshold 
temperature low value warning -100 

Configure low warning temperature 
threshold as -10 degrees Celsius for Ports 
1-10. 
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down | sfp-
threshold | 
storm-control | 
system-voltage 
| warm-start] 

Show command  

Switch(config)# show snmp-server trap-type Show the current enable/disable status of 
each type of trap. 

Examples of Trap-type  

Switch(config)# snmp-server trap-type all All types of SNMP traps will be sent. 
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After completing the RSTP Switch settings for your switches, you can issue the commands listed 
below for checking your configuration  
 
Example 1,  
 
Switch(config)# show spanning-tree 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Example 2, 
 
Switch(config)# show spanning-tree aggregated-port 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

======================================================================== 
RSTP Switch Information 
======================================================================== 
State                 : enabled 
System Priority : 4096 
Max Age           : 6 
Hello Time        : 1 
Forward Delay  : 4 
Force Version   : normal 
 
Switch(config)# 
 
 

======================================================================== 
RSTP Aggregated Port Information 
======================================================================== 
Aggregated State          : disable 
Aggregated Path Cost  : 1 
Aggregated Priority       : 16 
Aggregated Edge          : disable 
Aggregated Point2point : forced-false 
 
Switch(config)# 
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Example  3, 
 
Switch(config)# show spanning-tree interface 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Example 4, 
 
Switch(config)# show spanning-tree overview 
 

======================================================================== 
RSTP Port Information 
======================================================================== 
Port   State      Path-Cost   Priority    Edge       Point2point 
------  ----------   -------------   ----------   ----------    -------------- 
1       disable     0                128        disable     forced-true 
2       disable     0                128        disable     forced-true 
3       disable     0                128        disable     forced-true 
4       disable     0                128        disable     forced-true 
5       disable     0                128        disable     forced-true 
6       disable     0                128        disable     forced-true 
7       disable     0                128        disable     forced-true 
8       disable     0                128        disable     forced-true 
 
Press Ctrl-C to exit or any key to continue! 
 
9       enable     0                  0          disable      forced-true 
10     enable     0                  0          disable      forced-true 
11     disable     0                128        disable      forced-true 
12     disable     0                128        disable      forced-true 

 :  

:  

:   

 :  

:  

:   
27     disable     0                128        disable      forced-true 
28     disable     0                128        disable      forced-true 
 
Switch(config)#  
 

======================================================================== 
RSTP overview 
======================================================================== 
Bridge ID     : 4097:00-06-19-00-00-00 
Max Age      : 6 
Hello Time   : 1 
Fwd Delay   : 4 
Topology      : Steady 
Root ID         : 4097:00-06-19-00-00-00 
Root Port      : 0 
 
Switch(config)# 
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Example 5,  
 
Switch(config)# show spanning-tree status 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

======================================================================== 
RSTP Port Status 
======================================================================== 
Port               :1 
Path Cost      :0 
Edge Cost     :no 
P2P Cost       :yes 
Protocol         :RSTP 
Role               :Non-STP 
Port State       :Non-STP 
--------------------------------------------- 
Packet Statistics 
--------------------------------------------- 
RSTP Received          :0 
RSTP Transmitted      :0 
STP Received             :0 
STP Transmitted         :0 
TCN Received             :0 
TCN Transmitted         :0 
Illegal Received           :0 
Unknown Received     :0 
 
Press Ctrl-C to exit or any key to continue! 
 

 :  

:  

:  

 :  

:  

:   
 
Port             : 9 
Path Cost    : 2000000 
Edge Cost   : no 
P2P Cost    : yes 
Protocol      : RSTP 
Role            : Disable 
Port State    : Disable 
--------------------------------------------- 
Packet Statistics 
--------------------------------------------- 
RSTP Received        : 0 
RSTP Transmitted    : 0 
STP Received          : 0 
STP Transmitted       : 0 
TCN Received           : 0 
TCN Transmitted       : 0 
Illegal Received         : 0 
Unknown Received    : 0 
 
Switch(config)# 
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Port        : 10 
Path Cost   : 2000000 
Edge Cost   : no 
P2P Cost    : yes 
Protocol    : RSTP 
Role        : Disable 
Port State  : Disable 
--------------------------------------------- 
Packet Statistics 
--------------------------------------------- 
RSTP Received    :0 
RSTP Transmitted :0 
STP Received        :0 
STP Transmitted    :0 
TCN Received        :0 
TCN Transmitted     :0 
Illegal Received       :0 
Unknown Received  :0 

 :  

:  

:  

 :  

:  

:   
 

 
Port            : lag8 
Path Cost   : 0 
Edge Cost   : no 
P2P Cost    : no 
Protocol      : RSTP 
Role            : Non-STP 
Port State    : Non-STP 
--------------------------------------------- 
Packet Statistics 
--------------------------------------------- 
RSTP Received     : 0 
RSTP Transmitted  : 0 
STP Received        : 0 
STP Transmitted    : 0 
TCN Received       : 0 
TCN Transmitted    : 0 
Illegal Received      : 0 
Unknown Received : 0 
 
 
Switch(config)# 
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2.6.26 Switch Command 

Switch Command Parameter Description 
Switch(config)# switch mtu [1518-
9600]  

[1518-9600]  Specify the maximum frame size 
in bytes. The allowable MTU 
value is between 1518 and 9600 
bytes. 

Switch(config)# switch statistics 
polling port [1-12] 

[1-12] Specify the number of ports for 
data acquisition in each polling. 

Switch(config)# switch statistics 
polling interval [1-600]  

[1-600] 
(Unit:1/10secs) 

Specify the time interval between 
each polling. 

No command   
Switch(config)# no switch mtu  Reset MTU size back to the 

default. (9600 bytes) 
Switch(config)# no switch statistics polling port  Reset the number of ports for 

data acquisition in each polling 
back to the default. (12 ports) 

Switch(config)# no switch statistics polling interval Reset the time interval between 
each polling back to the default.  
(60 in 1/10 seconds) 

Show command   
Switch(config)# show switch mtu Show the current the maximum 

frame size configuration. 
Switch(config)# show switch statistics Show the current configuration of 

polling port number and time 
interval between each polling. 

Examples of Switch command   

Switch(config)# switch mtu 9600 Set the maximum transmission 
unit to 9600 bytes. 

 











https://en.wikipedia.org/wiki/Cryptographic_hash_function
https://en.wikipedia.org/wiki/Bit
https://en.wikipedia.org/wiki/Hash_value
https://en.wikipedia.org/wiki/Hexadecimal






 
142 

 
Introduction to 802.1Q frame format:  
 
Preamble SFD DA SA Type/LEN PAYLOAD FCS Original frame 
            

Preamble SFD DA SA 
TAG 
TCI/P/C/VID Type/LEN PAYLOAD FCS 

802.1q 
frame 

 
PRE  Preamble 62 bits Used to synchronize traffic 
SFD  Start Frame Delimiter 2 bits Marks the beginning of the header 
DA    Destination Address 6 bytes The MAC address of the destination 
SA    Source Address 6 bytes The MAC address of the source 
TCI   Tag Control Info 2 bytes set to 8100 for 802.1p and Q tags 
P       Priority 3 bits Indicates 802.1p priority level 0-7 
C       Canonical Indicator 1 bit Indicates if the MAC addresses are in 

Canonical format - Ethernet set to "0" 
VID   VLAN Identifier 12 bits Indicates the VLAN (0-4095) 
T/L Type/Length Field 2 bytes Ethernet II "type" or 802.3 "length" 
Payload < or  = 1500 bytes User data 
FCS  Frame Check Sequence 4 bytes  Cyclical Redundancy Check 
 
Important VLAN Concepts for 802.1Q VLAN Configuration: 
 
There are two key concepts to understand. 
 
- Access-VLAN specifies the VLAN ID to the switch port that will assign the VLAN ID to 

untagged traffic from that port. A port can only be assigned to one Access-VLAN at a time. 
When the port is configured as Access Mode, the port is called an Access Port, the link 
to/from this port is called an Access Link. The VLAN ID assigned is called PVID. 
 

- Trunk-VLAN specifies the set of VLAN IDs that a given port is allowed to receive and send 
tagged packets. A port can be assigned to multiple Trunk-VLANs at a time. When the port is 
configured as Trunk Mode, the port is called a Trunk Port, the link to/from this port is called a 
Trunk Link. The VLAN ID assigned is called VID. 

 
A port can be configured as below 802.1q VLAN modes :  
  
- Access Mode:  

Access Links (the link to/from access ports) are the most common type of links on any VLAN 
switch. All network hosts (such as PCs) connect to the switch's Access Links in order to 
gain access to the local network. We configure only one Access-VLAN per port, that is, the 
network hosts will be allowed to access. 
 
It is important to note at this point that any network host connected to an Access Port is 
totally unaware of the VLAN assigned to the port. The network host simply assumes it is part 
of a single broadcast domain, just as it happens with any normal switch. During data transfers, 
any VLAN information or data from other VLANs is removed so the recipient has no 
information about them. 
 

- Trunk Mode:  
Trunk Links (the link to/from trunk ports) is configured to carry packets for multiple VLANs. 
These types of ports are usually found in connections between switches. These links require 
the ability to carry packets from multiple VLANs because VLANs span over multiple switches. 
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For Example,  
 
Switch(config)# show vlan  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Example  3, 
 
We will configure one set of Managed Switch via CLI as the Table 2-5 listed to demonstrate 
Selection Q-in-Q application through a single uplink port. 

 
As the above figure shows, three clients are assigned three VLANs that the tag values are 10, 20 
& 30 in Internet service. VLAN 10 corresponds to VoIP, VLAN 20 corresponds to IPTV and VLAN 
30 corresponds to Internet. After the downlink ports enable Selective Q-in-Q function that connects 
Managed Switch to switch A, B & C, the packets will be packed with different external tags 
according to VLAN ID of service. 

======================================================================== 
IEEE 802.1q VLAN Table 
======================================================================== 
CPU VLAN ID            : 1 
Management Priority : 0 
 
U: Untagged, T: Tagged, D: Dot1q-Tunnel, V: Member, -: Not Member 
S: Sender, R: Receiver, *: Denotes MVR VLAN ID 
---------------------------------------------------------------------------------------------------------- 
VLAN Name       VLAN  1            8  9              16  17             24  25 28  CPU 
------------------      --------  ------------- ------------------ ------------------ --------- ---- 
Default_VLAN           1   ----UUUU  UUUUUUUU  UUUUUUUU  UUUU  V 
VLAN0010               10  DT--------- -----------------  ------------------  ---------  -- 
VLAN0020               20  ----DD----  ----------------- ------------------   ---------  -- 
 
 
Switch(config)#  
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STEP9 Switch(config)# 

 
interface 1 

Enter Port 1.  

STEP10 Switch (config-if-1)# 
 
vlan dot1q-vlan pvid 101 
vlan dot1q-vlan mode selective-qinq 
no vlan dot1q-vlan trunk-vlan 1 
vlan dot1q-vlan trunk-vlan 1000,2000,3000 
exit 

Assign PVID of Port 1 as 101. 
Set the VLAN mode of Port 1 as 
selective-qinq mode. 
Deny VID 1 for tagged packets. 
Allow VIDs 1000, 2000 and 3000 for 
tagged packets. 

STEP11 Switch(config)# 
 
interface 2 

Enter Port 2. 

STEP12 Switch (config-if-2)# 
 
vlan dot1q-vlan pvid 102 
vlan dot1q-vlan mode selective-qinq 
no vlan dot1q-vlan trunk-vlan 1 
vlan dot1q-vlan trunk-vlan 1000,2000,3000 
exit 

Assign PVID of Port 2 as 102. 
Set the VLAN mode of Port 2 as 
selective-qinq mode. 
Deny VID 1 for tagged packets. 
Allow VIDs 1000, 2000 and 3000 for 
tagged packets. 

STEP13 Switch(config)# 
 
interface 3 

Enter Port 3. 

STEP14 Switch (config-if-3)# 
 
vlan dot1q-vlan pvid 103 
vlan dot1q-vlan mode selective-qinq 
no vlan dot1q-vlan trunk-vlan 1 
vlan dot1q-vlan trunk-vlan 1000,2000,4000 
exit 

Assign PVID of Port 3 as 103. 
Set the VLAN mode of Port 3 as 
selective-qinq mode. 
Deny VID 1 for tagged packets. 
Allow VIDs 1000, 2000 and 4000 for 
tagged packets. 

STEP15 Switch(config)# 
 
interface 26 

Enter Port 26. 

STEP16 Switch (config-if-26)# 
 
vlan dot1q-vlan mode trunk 
no vlan dot1q-vlan trunk-vlan 1 
vlan dot1q-vlan trunk-vlan 1000,2000,3000 
exit 

Set the VLAN mode of Port 26 as 
trunk mode. 
Deny VID 1 for tagged packets. 
Allow VIDs 1000, 2000 and 3000 for 
tagged packets. 

STEP17 Switch(config)# 
 
interface 27 

Enter Port 27. 

STEP18 Switch (config-if-27)# 
 
vlan dot1q-vlan mode trunk 
no vlan dot1q-vlan trunk-vlan 1 
vlan dot1q-vlan trunk-vlan 1000,2000,3000 
exit 

Set the VLAN mode of Port 27 as 
trunk mode. 
Deny VID 1 for tagged packets. 
Allow VIDs 1000, 2000 and 3000 for 
tagged packets. 

STEP19 Switch(config)# 
 
interface 28 

Enter interface 28. 
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8. Setup IGMP snooping/MLD sub-commands 

 
Command Parameter  Description 
Switch(config-if-PORT-
PORT)# ip igmp filter 

 Enable IGMP filter for the selected ports. 

Switch(config-if-PORT-
PORT)# ip igmp filter profile 
[profile_name] 

[profile_name] Assign the selected ports to an IGMP filter 
profile. 
 
 
Note: Need to create an IGMP filter 
profile first under the igmp global 
configuration mode before assigning it.  

Switch(config-if-PORT-
PORT)# ip igmp filter max-
groups [1-512] 

[1-512] Specify the maximum groups number of 
multicast streams to the selected ports. 

Switch(config-if-PORT)# ip 
igmp static-multicast-ip 
[E.F.G.H | E:F:G:H:I:J:K:L] 
vlan [1-4094] 

[E.F.G.H | 
E:F:G:H:I:J:K:L] 

Create/specify a static multicast IP and the 
specified VLAN entry to the selected port. 
 
Note: Only one port could be assigned 
at a time. 

[1-4094] Specify a VLAN ID. 

No command  
Switch(config-if-PORT-
PORT)# no ip igmp filter 

 Disable IGMP filter for the selected 
interfaces. 

Switch(config-if-PORT-
PORT)# no ip igmp filter 
profile [profile_name] 

[profile_name] Remove the specified profile from the 
selected ports. 

Switch(config-if-PORT-
PORT)# no ip igmp max-
groups 

 Reset the maximum number of multicast 
streams back to the default (512 
channels). 

Switch(config-if-PORT)# no 
ip igmp static-multicast-ip 
[E.F.G.H | E:F:G:H:I:J:K:L] 
vlan [1-4094] 

[E.F.G.H | 
E:F:G:H:I:J:K:L] 

Remove the specific static multicast IP.  
 
Note: Only one port could be assigned 
at a time. 

[1-4094] Remove the specified VLAN ID. 

 
 
9. Enable loop-detection per port. 
 

Command Parameter  Description 
Switch(config-if-PORT-PORT)# 
loop-detection 

 Enable Loop Detection function on the 
selected port(s). 

No command  
Switch(config-if-PORT-PORT)# no 
loop-detection 

 Disable Loop Detection function on the 
selected port(s). 
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10. Setup IP source guard 

 
Command Parameter  Description 
Switch(config-if-PORT-
PORT)# ip sourceguard [dhcp 
| fixed-ip] 

[dhcp | fixed-ip] Specify the authorized access type as 
either DHCP or fixed-IP for the selected 
ports. 
 
dhcp: DHCP server assigns IP address. 
  
fixed IP: Only Static IP (Create Static IP 
table first). 

Switch(config-if-PORT)# ip 
sourceguard static-ip 
[A.B.C.D | A:B:C:D:E:F:G:H] 
vlan [1-4094] 

[A.B.C.D | 
A:B:C:D:E:F:G:H] 

Add a static IPv4/IPv6 address to static IP 
address table. 
 
Note: Only one port could be assigned 
at a time. 

[1-4094] Specify VLAN ID. 
 
Note : Static IP can only be configured 
when IP sourceguard is set to fixed-ip. 

No command  
Switch(config-if-PORT-
PORT)# no ip sourceguard 

 Reset IP sourceguard type setting of the 
selected ports back to the default 
(unlimited) 
 
unlimited: Non-Limited (Allows both 
static IP and DHCP-assigned IP). This is 
the default setting. 

 
11. Configure MAC table learning and static MAC table. 

 
Command Parameter  Description 
Switch(config-if-PORT)# mac 
address-table static-mac 
[xx:xx:xx:xx:xx:xx] vlan [1-4094] 

[xx:xx:xx:xx:xx:xx] Specify a MAC address to the VLAN 
entry. 
 
Note: Only one port could be set at a 
time. 

[1-4094] Specify the VLAN where the packets 
with the destination MAC address can 
be forwarded to the selected port. 

Switch(config-if-PORT-PORT)# 
mac learning 

 Enable MAC address learning function 
of the selected port(s). 

No command  
Switch(config-if-PORT)# no 
mac address-table static-mac 
[xx:xx:xx:xx:xx:xx] vlan [1-4094] 

[xx:xx:xx:xx:xx:xx] Remove the specified MAC address 
from the MAC address table. 
 
Note: Only one port could be set at a 
time. 

[1-4094] Remove the VLAN to which the specified 
MAC belongs. 

Switch(config-if-PORT-PORT)# 
no mac learning 

 Disable MAC address learning function 
of the selected port(s). 
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12. Configure QoS rate limit. 
 

Command Parameter  Description 
Switch(config-if-PORT-PORT)# 
qos rate-limit ingress rate [500-
1000000 | 1-1000] Kbps/Mbps 

[500-
1000000 | 
1-1000] 
Kbps/Mbps 

Specify the ingress rate limit value. 
(Valid range is from 500-1000000 in unit of 
Kbps or 1-1000 in unit of Mbps).  

Switch(config-if-PORT-PORT)# 
qos rate-limit egress rate [500-
1000000 | 1-1000] Kbps/Mbps 

[500-
1000000 | 
1-1000] 
Kbps/Mbps 

Specify the egress rate limit value.  (Valid 
range is from 500-1000000 in unit of Kbps 
or 1-1000 in unit of Mbps). 

No command  
Switch(config-if-PORT-PORT)# 
no qos rate-limit ingress 

 Disable QoS ingress rate limit settings. 

Switch(config-if-PORT-PORT)# 
no qos rate-limit egress 

 Disable QoS egress rate limit settings. 

 
 
13. Shutdown interface. 
 

Command Parameter  Description 
Switch(config-if-PORT-PORT)# 
shutdown 

 Disable the selected interfaces. 

No command  
Switch(config-if-PORT-PORT)# 
no shutdown 

 Enable the selected interfaces. 

 
 
14. Configure RSTP parameters per port. 
 

Command Parameter  Description 
Switch(config-if-PORT-
PORT)# spanning-tree 

 Enable spanning-tree 
protocol on the selected 
interface(s). 

Switch(config-if-PORT-
PORT)# spanning-tree cost 
[0-200000000] 

[0-200000000] Specify the path cost value 
on the selected 
interface(s). 

Switch(config-if-PORT-
PORT)# spanning-tree priority 
[0-15]  

[0-15] Specify priority value on 
the selected interface(s). 
 
0=0, 1=16, 2=32, 3=48, 
4=64,  5=80, 6=96, 7=112, 
8=128, 9=144, 10=160, 
11=176,12=192, 13=208, 
14=224, 15=240 

Switch(config-if-PORT-
PORT)# spanning-tree edge 

 Set the selected 
interface(s) as edge ports. 

Switch(config-if-PORT-
PORT)# spanning-tree p2p 
[forced_true|forced_false|auto] 

[forced_true|forced_false|auto] Set the selected interfaces 
to non-point to point ports 
(forced_false) or allow the 
Managed Switch to detect 
point to point status 
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automatically (auto). By 
default, physical ports are 
set to point to point ports 
(forced_true). 

No command  
Switch(config-if-PORT-
PORT)# no spanning-tree 

 Disable spanning-tree 
protocol on the selected 
interface(s). 

Switch(config-if-PORT-
PORT)# no spanning-tree 
cost 

 Reset the cost value back 
to the default for the 
selected interface(s). 

Switch(config-if-PORT-
PORT)# no spanning-tree 
priority 

 Reset the priority value 
back to the default for the 
selected interface(s). 

Switch(config-if-PORT-
PORT)# no spanning-tree 
edge 

 Reset the selected 
interface(s) back to non-
edge ports. 

Switch(config-if-PORT-
PORT)# no spanning-tree p2p 

 Reset the selected 
interface(s) back to point 
to point ports (forced_ 
true). 

 
 
15.  Set up port speed. 
 

Command Parameter  Description 
Switch(config-if-PORT-PORT)# 
speed [10000 | 1000 | 100 | 10 | 
auto-speed] 

[10000 | 
1000 | 100 | 
10 | auto-
speed] 

Configure the port speed as 10000Mbps, 
1000Mbps, 100Mbps or 10Mbps. 
 
Note1: Speed can only be configured 
when auto-negotiation is disabled. 
 
Note2: Fiber ports cannot be 
configured as 10Mbps. 
 
Note3: Only Fiber 9-12 ports can be 
configured as 10000Mbps. 
 
Note4: Only Fiber 9-12 ports can be 
configured as Auto-speed. 

No command  
Switch(config-if-PORT-PORT)# 
no speed 

 Reset the port speed setting back to the 
default. 
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17. Set up MAC Limit. 

 
Command Parameter  Description 
Switch(config-if-PORT-
PORT)# security mac-limit 

 Enable MAC Limit function of the selected 
port(s). 

Switch(config-if-PORT-
PORT)# security mac-limit 
maximum [1-50] 

[1-50] Specify the maximum number of source 
MAC address that can be learned for each 
of the selected port(s). The valid range of 
number that can be configured is 1~50. 

Switch(config-if-PORT-
PORT)# security mac-limit 
action [drop | shutdown] 

[drop | 
shutdown] 

Specify the action that would be taken 
when the number of source MAC address 
learned exceeds the limit. 

No Command   

Switch(config-if-PORT-
PORT)# no security mac-limit 

 Disable MAC Limit function of the selected 
port(s). 

Switch(config-if-PORT-
PORT)# no security mac-limit 
maximum 

 Reset the maximum number of source 
MAC address that can be learned for the 
selected port(s) back to the default. (1) 

Switch(config-if-PORT-
PORT)# no security mac-limit 
action 

 Reset the action that would be taken when 
the number of source MAC address 
learned exceeds the limit back to the 
default. (Drop) 
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3. SNMP NETWORK MANAGEMENT  
The Simple Network Management Protocol (SNMP) is an application-layer protocol that facilitates 
the exchange of management information between network devices. It is part of the TCP/IP 
protocol suite. SNMP enables network administrators to manage network performance, find and 
solve network problems, and plan for network growth.  
 
SNMP consists of the following key components.  
 
Managed device is a network node that contains SNMP agent. Managed devices collect and 
store management information and make this information available to NMS using SNMP. 
Managed device can be switches/Hub, etc.. 
 
MIB (Management Information Base) defines the complete manageable entries of the managed 
device. These MIB entries can be either read-only or read-write. For example, the System Version 
is read-only variables. The Port State Enable or Disable is a read-write variable and a network 
administrator can not only read but also set its value remotely.  
 
SNMP Agent is a management module resides in the managed device that responds to the 
SNMP Manager request.  
 
SNMP Manager/NMS executes applications that monitor and control managed devices. NMS 
provide the bulk of the processing and memory resources required for the complete network 
management. SNMP Manager is often composed by desktop computer/work station and software 
program such like HP OpenView.  
Totally 4 types of operations are used between SNMP Agent & Manager to change the MIB 
information. These 4 operations all use the UDP/IP protocol to exchange packets.  
 
GET: This command is used by an SNMP Manager to monitor managed devices. The SNMP 
Manager examines different variables that are maintained by managed devices.  
 
GET Next: This command provides traversal operation and is used by the SNMP Manager to 
sequentially gather information in variable tables, such as a routing table.  
 
SET: This command is used by an SNMP Manager to control managed devices. The NMS 
changes the values of variables stored within managed devices.  
 
Trap: Trap is used by the managed device to report asynchronously a specified event to the 
SNMP Manager. When certain types of events occur, a managed device will send a trap to alert 
the SNMP Manager.  
The system built-in management module also supports SNMP management. Users must install 
the MIB file before using the SNMP based network management system. The MIB file is on a disc 
or diskette that accompanies the system. The file name extension is .mib, which SNMP based 
compiler can read.  
 
Please refer to the appropriate documentation for the instructions of installing the system private 
MIB. 
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Image-1 Version: Display the firmware version 1 (image-1) used in this device. 
 
Image-2 Version: Display the firmware version 2 (image-2) used in this device. 
 
M/B Version: Display the main board version. 
 
Serial Number: Display the serial number of this Managed Switch. 
 
Date Code: Display the date code of the Managed Switch firmware.  
 
Up Time: Display the up time since last restarting. 
 
Local Time: Display the local time of the system. 
 
CPU Temperature: Display the current CPU temperature of this device. In case CPU temperature 
is shown in red color, it stands that CPU temperature currently detected is higher than the High 
Temperature Threshold value you configure. For more details on this or do the further alarm 
notification settings for CPU temperature of the system, click View Details to directly jump to the 
CPU Temperature Status webpage under Maintenance folder from the Main Menu.  
 
Power: Display the installation status, the type, and the state of the power source. For more 
details on their voltages and state, click View Details to directly jump to the System Voltage 
webpage under Maintenance folder from the Main Menu. 
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address from its MAC address and the link-local prefix FE80::/10. This is done by putting 
the prefix into the leftmost bits and the MAC address (in EUI-64 format) into the rightmost 
bits, and if there are any bits left in between, those are set to zero. 

 
IPv6 Global Address/Prefix Length: This is done in the same fashion as the link-local 
address, but instead of the link-local prefix FE80:: it will use the prefix supplied by the router 
and put it together with its identifier (which by default is the MAC address in EUI-64 format). 

 
IPv6 Gateway: Specify the IP address of a gateway or a router, which is responsible for the 
delivery of the IP packets sent by the Managed Switch. This address is required when the 
Managed Switch and the network management station are on different networks or subnets.  
 
DHCPv6: Enable or disable DHCPv6 function 
 

Disabled: Disable DHCPv6. 
 

Enable auto mode:  Configure DHCPv6 function in auto mode. 
 

Enable force mode: Configure DHCPv6 function in force mode. 
 
Rapid Commit: Check to enable Rapid Commit which allows the server and client to use a 
two-message exchange to configure clients, rather than the default four-message exchange,  
 
DHCPv6 Unique Identifier (DUID): View-only field that shows the DHCP Unique Identifier 
(DUID). 
 
Current State: View-only field that shows currently assigned IPv6 address (by auto-
configuration or manual) and Gateway of the Managed Switch. 
 

 
NOTE: This Managed Switch also supports auto-provisioning function that enables DHCP 
clients to automatically download the latest firmware and configuration image from the 
server. For more information about how to set up a DHCP server, please refer to 
APPENDIX B. 
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4.1.3 IP Source Binding 

Click the option IP Source Binding from the System Setup menu and then the following screen 
page appears. 

 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Source Binding State: Globally enable or disable IP source binding. 
 

State: Disable or enable the assigned IP address to reach the management.  
 
IPv4/IPv6 Address: Specify the IP address for source binding. 
 
 

Click OK, the new settings will be taken effect immediately or click Reset to ignore these settings. 
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4.2.5 Port Mirroring 

In order to allow the destination port to mirror the source port(s) and enable traffic monitoring, 
select the option Port Mirroring from the Port Management menu and then the following screen 
page appears. Please note that functions of Port Isolation and Port Mirroring cannot be enabled 
concurrently. When you enable Port Isolation function, Port Mirroring function will be disabled 
automatically, and vice versa. 
 

 
 

This table will display the overview of each configured port mirroring. Up to 4 sets of port mirroring 
can be set up.  
 
Port Mirroring: Globally enable or disable the Port Mirroring function. Click OK, the new setting 
will be taken effect immediately. 
 
 
Occupied/Max Entry: View-only field.  
 

Occupied: This shows the amount of total port mirroring(s) that have already been created. 
 
Max: This shows the maximum number available for the port mirroring. The maximum 
number is 4.  

 
Click Add Port Mirror to add a new port mirroring entry and then the following screen page 
appears for the further port mirroring settings. 
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Enabled: Enable or disable the specific port mirroring. 
 
TX Source Port: Input the port number (e.g.1, 2, 3-7) to specify the transmitting packets of 
preferred source port(s) for mirroring.  Please note that the port selected as the destination port 
cannot be the source port. 
 
RX Source Port: Input the port number (e.g.1, 2, 3-7) to specify the receiving packets of preferred 
source port(s) for mirroring. Please note that the port selected as the destination port cannot be 
the source port. 
 
Destination Port: Choose from port 1 to port 12 from the pull-down menu to designate the 
destination port. Please note that the destination port of Index 1~4 port mirroring cannot be the 
same. 
 

Click  when the settings are completed, this new port mirroring will be listed on the port 

mirroring table, or click  to cancel the settings. 
 

Click the icon to modify the settings of a specified port mirroring. 
 

Click the  icon to remove a specified port mirroring entry and its settings from the port mirroring 
table. Or click Batch Delete to remove a number of /all port mirrorings at a time by clicking on the 
checkbox belonging to the corresponding port mirroring in the Action field and then click Delete 
Select Item, the selected port mirroring(s) will be deleted immediately. To cancel this batch delete, 
please click Cancel Batch Delete to cancel the selection. 
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4.3 Link Aggregation 

Link aggregation is an inexpensive way to set up a high-speed backbone network that transfers 
much more data than any one single port or device can deliver without replacing everything and 
buying new hardware. 
 
For most backbone installations, it is common to install more cabling or fiber optic pairs than 
initially necessary, even if there is no immediate need for the additional cabling. This action is 
taken because labor costs are higher than the cost of the cable and running extra cable reduces 
future labor costs if networking needs changes. Link aggregation can allow the use of these extra 
cables to increase backbone speeds with little or no extra cost if ports are available. 
 
This Managed switch supports 2 link aggregation modes: static Port Trunk and dynamic Link 
Aggregation Control Protocol (LACP) using the IEEE 802.3ad standard. These allow several 
devices to communicate simultaneously at their full single-port speed while not allowing any one 
single device to occupy all available backbone capacities. 
 
Click the folder Link Aggregation from the Main Menu and then 5 options within this folder will be 
displayed as follows. 
 
  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
1. Distribution Rule: Configure the distribution rule of Port Trunking group(s).  
 
2. Static Port Trunking: Create, edit or delete port trunking group(s). 
 
3. Link Aggregation Setup: Set up the configuration of LACP on all or some ports. 

 
4. LACP Port Status: View the LACP port status. 

 
5. LACP Port Statistics: View the LACP port statistics. 
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4.3.1 Distribution Rule 

Click the option Distribution Rule from the Link Aggregation menu, the following screen page 
appears. 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
There are six rules offered for you to set up packets according to operations. 

 
Source MAC Address: Enable or disable packets according to source MAC address. 

 
Destination MAC Address: Enable or disable packets according to Destination MAC address. 

 
Source IP Address: Enable or disable packets according to source IP address. 

 
Destination IP Address: Enable or disable packets according to Destination IP address. 
 
Source L4 Port: Enable or disable packets according to source L4 Port. 

 
Destination L4 Port: Enable or disable packets according to Destination L4 Port. 
 
 

4.3.2 Static Port Trunking 

Click the option Static Port Trunking from the Link Aggregation menu and then the following 
screen page appears. 
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The Managed Switch allows users to create 6 trunking groups.  Each group consists of 2 to 8 links 
(ports). 
 
Occupied/Max Entry: View-only field.  

 
Occupied: This shows the amount of total registered trunking groups. 
 
Max: This shows the maximum number available for registration. The maximum number is 
14. 

 
Click Add Port Trunking to create a new trunking group and then the following screen page 
appears for the further port trunking settings. 
 

  
Group Name: Specify the trunking group name. Up to 15 alphanumeric characters can be 
accepted. 
 
Port Members: Click on the checkbox of the corresponding port number to select ports that 
belong to the specified trunking group. Please keep the rules below in mind when assigning ports 
to a trunking group. 
 

- Must have 2 to 8 ports in each trunking group. 
 
- Each port can only be grouped in one group. 
 
- If the port is already enabled in LACP Port Configuration, it cannot be grouped anymore. 

 

Click  when the settings are completed, this new trunking group will be listed on the port 

trunking group table, or click  to cancel the settings. 
 

Click the  icon to modify the settings of a registered trunking group. 
 

Click the  icon to remove a specified registered trunking group and its settings from the port 
trunking group table. Or click Batch Delete to remove a number of / all trunking groups at a time 
by clicking on the checkbox belonging to the corresponding trunking group in the Action field and 
then click Delete Select Item, these selected trunking groups will be deleted immediately. To 
cancel this batch delete, please click Cancel Batch Delete to cancel the selection. 
 
NOTE: All trunking ports in the group must be members of the same VLAN, and their 
Spanning Tree Protocol (STP) status and QoS default priority configurations must be 
identical. Port locking, port mirroring and 802.1X cannot be enabled on the trunking group. 
Furthermore, the LACP aggregated links must all be of the same speed and should be 
configured as full duplex. 
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4.3.5 LACP Port Statistics 

In order to view the real-time LACP statistics status of the Managed Switch, select the option 
LACP Port Statistics from the Link Aggregation menu and then the following screen page 
appears. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Port: The port that LACP packets (LACPDU) are transmitted or received. 
 
LACP Transmitted: The current LACP packets transmitted from the port. 
 
LACP Received: The current LACP packets received from the port. 
 
Illegal Received: The current Illegal packets received from the port. 
 
Unknown Received: The current unknown packets received from the port. 
 
Clear button in Clear Counters field: Clear the statistics of the corresponding port. 
 
Clear All: Clear the statistics of all ports. 
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Click the  icon to remove a specified Port-Based VLAN and its settings from the Port-Based 
VLAN table. Or click Batch Delete to remove a number of / all Port-Based VLANs at a time by 
clicking on the checkbox belonging to the corresponding Port-Based VLAN in the Action field and 
then click Delete Select Item, these selected VLANs will be deleted immediately. To cancel this 
batch delete, please click Cancel Batch Delete to cancel the selection. 
 
  
 
 
 
 
 
 
 
 
 
 
Occupied/Max Entry: View-only field.  

 
Occupied: This shows the amount of total Port-Based VLANs that have already been 
created. 
 
Max: This shows the maximum number of Port-Based VLANs that can be created. The 
maximum number is 12. 

 
Name: Use the default name or specify a name for your Port-Based VLAN. 
 
Port Number: By clicking on the checkbox of the corresponding ports, it denotes that the selected 
ports belong to the specified Port-Based VLAN. 
 

Click  when the settings are completed, this new Port-Based VLAN will be listed on the Port-

Based VLAN table, or click  to cancel the settings. 
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4.4.2 802.1Q VLAN  

802.1Q VLAN Concept  
 
Port-Based VLAN is simple to implement and use, but it cannot be deployed cross switches VLAN.  
The 802.1Q protocol was developed in order to provide the solution to this problem.  By tagging 
VLAN membership information to Ethernet frames, the IEEE 802.1Q can help network 
administrators break large switched networks into smaller segments so that broadcast and 
multicast traffic will not occupy too much available bandwidth as well as provide a higher level 
security between segments of internal networks.   
 
Introduction to 802.1Q Frame Format:  
 
Preamble SFD DA SA Type/LEN PAYLOAD FCS Original frame 
            

Preamble SFD DA SA TAG 
TCI/P/C/VID 

Type/LEN PAYLOAD FCS 802.1q 
frame 

 
PRE  Preamble 62 bits Used to synchronize traffic 
SFD  Start Frame Delimiter 2 bits Marks the beginning of the header 
DA    Destination Address 6 bytes The MAC address of the destination 
SA    Source Address 6 bytes The MAC address of the source 
TCI   Tag Control Info 2 bytes set to 8100 for 802.1p and Q tags 
P       Priority 3 bits Indicates 802.1p priority level 0-7 
C       Canonical Indicator 1 bit Indicates if the MAC addresses are in 

Canonical format - Ethernet set to "0" 
VID   VLAN Identifier 12 bits Indicates the VLAN (0-4095) 
T/L Type/Length Field 2 bytes Ethernet II "type" or 802.3 "length" 
Payload < or  = 1500 bytes User data 
FCS  Frame Check Sequence 4 bytes  Cyclical Redundancy Check 
 
Important VLAN Concepts for 802.1Q VLAN Configuration: 
 
There are two key concepts to understand. 
 
- Access-VLAN specifies the VLAN ID to the switch port that will assign the VLAN ID to 

untagged traffic from that port. A port can only be assigned to one Access-VLAN at a time. 
When the port is configured as Access Mode, the port is called an Access Port, the link 
to/from this port is called an Access Link. The VLAN ID assigned is called PVID. 
 

- Trunk-VLAN specifies the set of VLAN IDs that a given port is allowed to receive and send 
tagged packets. A port can be assigned to multiple Trunk-VLANs at a time. When the port is 
configured as Trunk Mode, the port is called a Trunk Port, the link to/from this port is called a 
Trunk Link. The VLAN ID assigned is called VID. 

 
A port can be configured as below 802.1q VLAN modes: 
  
- Access Mode:  

Access Links (the link to/from access ports) are the most common type of links on any VLAN 
switch. All network hosts (such as PCs) connect to the switch's Access Links in order to 
gain access to the local network. We configure only one Access-VLAN per port, that is, the 
network hosts will be allowed to access. 
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4.4.4 IEEE 802.1q Tag VLAN 

The following screen page appears when you choose the option IEEE 802.1q Tag VLAN mode 
from the VLAN Setup menu and then select VLAN Interface function. 
 
 
 

1. Trunk VLAN Setup: To create, modify or remove IEEE 802.1q Tag VLAN settings.  
 
2. VLAN Interface: To set up VLAN mode, create 802.1q VLAN on the selected port(s), and set 

up CPU VLAN ID. 
 

3. VLAN Table: View the IEEE802.1q VLAN table of the Managed Switch. 
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4.4.4.1 Trunk VLAN Setup 

The following screen page appears if you choose Trunk VLAN Setup function. 
 

 
Click Add Trunk VLAN to add a new VLAN and then the following screen page appears for the 
further IEEE 802.1q Tag VLAN settings. 
 

Click the icon to modify the settings of a specified 802.1q VLAN. 
 

Click the  icon to remove a specified 802.1q VLAN and its settings from the IEEE 802.1q Tag 
VLAN Setup table. Or click Batch Delete to remove a number of / all 802.1q VLANs at a time by 
clicking on the checkbox belonging to the corresponding 802.1q VLAN in the Action field and then 
click Delete Select Item, these selected VLANs will be deleted immediately. To cancel this batch 
delete, please click Cancel Batch Delete to cancel the selection. 
 

 
Occupied/Max Entry: View-only field.  

 
Occupied: This shows the amount of total 802.1q VLANs that have already been created. 
 
Max: This shows the maximum number of 802.1q VLANs that can be created. The 
maximum number is 4094. 

 
VLAN Name: Use the default name or specify a VLAN name.  
 
VID: Specify the VLAN ID of the VLAN. Valid range: 1-4094. 
 
VLAN Members: If you check the ports, it denotes that the ports selected belong to the specified 
VLAN group. 
 

Click  when the settings are completed, this new 802.1q VLAN will be listed on the IEEE 

802.1q Tag VLAN Setup table, or click  to cancel the settings. 
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4.4.4.2 VLAN Interface 

The following screen page appears if you choose VLAN Interface function. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
CPU VLAN ID: Specify an existing VLAN ID.  
 
Dot1q-Tunnel EtherType: Configure outer VLAN's ethertype. (Range: 0000~FFFF, Default: 
9100). 
 
Select: Enable or disable any new settings configured in the row of All port to be applied as well 
to all ports at a time. To enable it, please click on its checkbox in the row of All port, and then all 
ports will be checked immediately afterwards. Or quickly configure the desired ports at a time, you 
can also directly input the port number (e.g.1, 2, 3-7) in the Quick Select field located at the top-
right corner of the VLAN Interface table, the specified port(s) will be checked immediately when 
pressing the Select button in back of it. The new settings configured in the row of All port will be 
applied to these checked ports. 
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Click  when the settings are completed, this new rule will be listed on the VLAN mapping rule 

table, or click  to cancel the settings. 
 

Click the icon to modify the settings of a specified VLAN mapping rule. 
 

Click the  icon to remove a specified VLAN mapping rule and its settings from the VLAN 
mapping rule table. Or click Batch Delete to remove a number of / all VLAN mapping rules at a 
time by clicking on the checkbox belonging to the corresponding rule in the Action field and then 
click Delete Select Item, these selected rules will be deleted immediately. To cancel this batch 
delete, please click Cancel Batch Delete to cancel the selection. 
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Click the icon to modify the settings of a specified Selective Q-in-Q rule. 
 

Click the  icon to remove a specified Selective Q-in-Q rule and its settings from the Selective Q-
in-Q rule table. Or click Batch Delete to remove a number of / all Selective Q-in-Q rules at a time 
by clicking on the checkbox belonging to the corresponding rule in the Action field and then click 
Delete Select Item, these selected rules will be deleted immediately. To cancel this batch delete, 
please click Cancel Batch Delete to cancel the selection. 
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4.5 Rapid Spanning Tree 

The Spanning Tree Protocol (STP), defined in the IEEE Standard 802.1D, creates a spanning tree 
within a mesh network of connected layer-2 bridges (typically Ethernet switches) and disables the 
links which are not part of that tree, leaving a single active path between any two network nodes. 
 
Multiple active paths between network nodes cause a bridge loop. Bridge loops create several 
problems. First, the MAC address table used by the switch or bridge can fail, since the same MAC 
addresses (and hence the same network hosts) are seen on multiple ports. Second, a broadcast 
storm occurs. This is caused by broadcast packets being forwarded in an endless loop between 
switches. A broadcast storm can consume all available CPU resources and bandwidth.  
 
Spanning tree allows a network design to include spare (redundant) links to provide automatic 
backup paths if an active link fails, without the danger of bridge loops, or the need for manually 
enabling/disabling these backup links. 
 
To provide faster spanning tree convergence after a topology change, an evolution of the 
Spanning Tree Protocol: Rapid Spanning Tree Protocol (RSTP), introduced by IEEE with 
document 802.1w. RSTP, is a refinement of STP; therefore, it shares most of its basic operation 
characteristics. This essentially creates a cascading effect away from the root bridge where each 
designated bridge proposes to its neighbors to determine if it can make a rapid transition. This is 
one of the major elements which allows RSTP to achieve faster convergence times than STP. 
 
Click the folder Rapid Spanning Tree from the Main Menu and then 3 options within this folder 
will be displayed as follows. 
 

 
 

1. RSTP Switch Setup: Set up the system priority, max Age, hello time, forward delay time and 
force version. 

 
2. RSTP Port Setup: Set up the RSTP state, path cost, priority, edge status, and point to point 

setting of each physical port. 
 

3. RSTP Status: View RSTP VLAN Bridge, RSTP port status, and RSTP statistics. 
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4.6.1.1.1 Configure a Ring Example using the Fast Ring v2 Protocol 

Fig. 4-1 Fast Ring v2 Example Diagram 
 
 
The above topology often occurs using the Fast Ring v2 protocol and is configured as the 
following table.  
 

Switch ID Role Redundancy Port Physical Port 

Switch 1 Master 1st Redundancy Port Port 5 
2nd Redundancy Port Port 6 

Switch 2 Slave 1st Redundancy Port Port 5 
2nd Redundancy Port Port 6 

Switch 3 Slave 1st Redundancy Port Port 5 
2nd Redundancy Port Port 6 

Switch 4 Slave 1st Redundancy Port Port 5 
2nd Redundancy Port Port 6 

Table 4-1 Fast Ring v2 Configuration  
 
The scenario is described as below: 
1. Disable DHCP client and set proper static IP address for Switch 1, 2, 3 & 4. In this example, 

Switch 1 is 192.168.0.101/24; Switch 2 is 192.168.0.102/24; Switch 3 is 192.168.0.103/24 and 
Switch 4 is 192.168.0.104/24. 

2. On Switch 1~4, disable spanning tree protocol to avoid confliction with Fast Ring v2. 
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2nd Redundancy Port: Specify which port of Managed Switch to be acted as the secondary 
redundant port. Default value is Disable. 
 
Role of 2nd Redundancy Port: View-only field. Only Member role is allowed. 
 
 
Click OK, the new settings will be taken effect immediately. This entry will be listed on the fast 
redundancy table. 
 

Click the icon to modify the settings of a specified fast redundancy. 
 

Click the  icon to remove a specified fast redundancy and its settings from the Fast 
Redundancy Setup table. Or click Batch Delete to remove a number of / all fast redundancy at a 
time by clicking on the checkbox belonging to the corresponding fast redundancy in the Action 
field and then click Delete Select Item, the fast redundancy will be deleted immediately. To cancel 
this batch delete, please click Cancel Batch Delete to cancel the selection.  
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4.6.1.2.1 Configure a Chain Example using the Chain Protocol 

Fig. 4-2 Chain Example Diagram 
 
The above topology often occurs using the Chain protocol and is configured as the following table.   
 

Switch ID Redundancy Port Physical Port Port Role 

Switch 1 1st Redundancy Port Port 5 Head 
2nd Redundancy Port Port 6 Member 

Switch 2 1st Redundancy Port Port 5 Member 
2nd Redundancy Port Port 6 Member 

Switch 3 1st Redundancy Port Port 5 Tail 
2nd Redundancy Port Port 6 Member 

Table 4-2 Chain Configuration  
 

 
The scenario is described as below: 
1. Disable DHCP client and set proper static IP address for Switch 1, 2, & 3. In this example, 

Switch 1 is 192.168.0.101/24; Switch 2 is 192.168.0.102/24 and Switch 3 is 192.168.0.103/24. 
2. On Switch 1~3, disable spanning tree protocol to avoid confliction with Chain. 
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4.6.2 Fast Redundancy Status 

Fast Redundancy Status allows users to view a list of Fast Redundancy detailed information. 
This status page is mainly divided into three subdivisions: Topology Change Status, allowing 
users to keep abreast of the dynamic change of the topology wherein the switches operate; Fast 
Redundancy Status, delivering a comprehensive information in exact accordance with the saved-
configuration; and Fast Redundancy Statistics, offering a real-time Fast Redundancy statistics 
for efficient troubleshooting and easy monitoring. Please select the option Fast Redundancy 
Status from the Fast Redundancy menu and then the following screen page appears.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Refresh Page Interval: Automatically updates statistics of the Fast Redundancy Status page 
encompassing three main subdivisions at a specified interval in seconds. Please note that the 
value you assign in this parameter is temporarily used and will not be saved into the configuration 
file of the Managed Switch. This value will not be applied to the next system boot-up. Click 
Start/Stop Auto Update to activate auto-update; click Update to manually refresh the event log 
table once. 
 
Topology Change Status: Includes the following information.  
 

1. Times: The total number of times the topology has changed. 
 
2. Last Change time: The explicit time when the nearest topology change occurs. 
 
3. Elapsed Time: Displays how much time has elapsed since the last change of the topology. 
 
4. Clear: This allows users to reset the recorded information. 

 
 
Fast Redundancy Status: Includes the following information. 
 

1. Entry: A designated number as either 1 or 2, which is given according to the sequence of 
added Fast Redundancy. The maximum number is 2. 
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the created Fast Redundancy. The maximum number is 2. 
 
2. TX/RX Source Normal: The amount of packets successfully transmitted/received. 
 
3. TX/RX Source Failure: The amount of packet loss in transmitting/receiving. 
 
4. Clear: This allows users to reset the recorded information. 
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4.7.3 MAC Address Table 

MAC Address Table displays MAC addresses learned when MAC Address Learning is enabled. 
Select the option MAC Address Table from the MAC Address Management menu and then the 
following screen page appears. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

The table that sits at the very top of the webpage displays an up-to-date summary of the MAC 
address table down below.  
 

1. Capacity: The maximum number of the MAC address entries allowed to be kept on the 
Managed Switch. 

 
2. Free: The available number of the MAC address entries still allowed to be kept on the 

Managed Switch. 
 
3. Used: The number of the MAC address entries already kept on the Managed Switch. 
 
4. Dynamic: The number of the dynamic MAC addresses entries already kept on the Managed 

Switch. 
 
5. Static: The number of the static MAC addresses entries already kept on the Managed Switch. 
 
6. Internal: The MAC address of the Managed Switch. 

 

The table that sits at the very bottom of the page is composed of the MAC addresses that are 
automatically learned from each port of Managed Switch or manually created by the users. Click 
Clear All to clear all dynamic MAC addresses in the MAC address table. Or click Clear by Port 
List to clear the dynamic MAC addresses for the specified port(s).  
 











 
250 

 
4.8.2 QoS Remarking 

QoS Remarking includes 802.1p Remarking and DSCP Remarking. To configure it, select the 
option QoS Remarking from the QoS Setup menu and then the following screen page appears. 
Please note that 802.1p / DSCP remarking rule will not affect the priority mapping rule. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Configure 802.1p Remarking:  
 
This allows you to enable or disable 802.1p remarking for each priority by pulling down the 802.1p 
Remarking menu.  The default setting is disabled. 
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ID: Specify a number from 1~400 for a new ID.  
 
Segment Name: Enter an identification name. This field is limited to 20 characters. 
 
IP Range: Specify the multicast IP range for the registered segment. (The IP range is from 
224.0.1.0~239.255.255.255.)  
 

Click  when the settings are completed, this new IPMC segment will be listed on the IPMC 

segment table, or click  to cancel the settings. 
 

Click the icon to modify the settings of a specified IPMC segment. 
 

Click the  icon to remove a specified registered IPMC segment entry and its settings from the 
IPMC segment table. Or click Batch Delete to remove a number of /all IPMC segments at a time 
by clicking on the checkbox belonging to the corresponding IPMC segment in the Action field and 
then click Delete Select Item, the selected IPMC segment(s) will be deleted immediately. To 
cancel this batch delete, please click Cancel Batch Delete to cancel the selection. 
 
 
4.9.1.4 IPMC Profile 

Select the option IPMC Profile from the IGMP/MLD Snooping menu and then the following 
screen page with the configuration of IPMC Profile appears. 
 

 
 
This table will display the overview of each configured IPMC profile. Up to 60 IPMC profiles can be 
registered. 
 
Occupied/Max Entry: View-only field. 

 
Occupied: This shows the amount of total registered IPMC profiles. 
 
Max: This shows the maximum number available for IPMC profile. The maximum number is 
60. 

 
 
Click Add IPMC Profile to register a new IPMC profile and then the following screen page 
appears for the further IPMC profile settings. 
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Profile Name: Enter an identification name. This field is limited to 20 characters. 
 
Segment ID: Specify the segment ID that is registered in IPMC Segment. 
 

Click  when the settings are completed, this new IPMC profile will be listed on the IPMC profile 

table, or click  to cancel the settings. 
 

Click the icon to modify the settings of a specified IPMC profile. 
 

Click the  icon to remove a specified registered IPMC profile entry and its settings from the 
IPMC profile table. Or click Batch Delete to remove a number of /all IPMC profiles at a time by 
clicking on the checkbox belonging to the corresponding IPMC profile in the Action field and then 
click Delete Select Item, the selected IPMC profile(s) will be deleted immediately. To cancel this 
batch delete, please click Cancel Batch Delete to cancel the selection. 
 
 
4.9.1.5 IGMP/MLD Filtering  

Select the option IGMP/MLD Filtering from the IGMP/MLD Snooping menu and then the 
following screen page appears. 
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Group: The multicast IP address of MLD querier. 
 
Port: The port(s) grouped in the specific multicast group. 
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4.9.2 Static Multicast Configuration 

Select the option Static Multicast Setup from the Multicast menu and then the following screen 
page appears. 
 
 

 
 
 
 
 
 
 
 
 
This table will display the overview of each configured static multicast entry. Up to 128 static 
multicast entries can be created. 
 
Occupied/Max Entry: View-only field. 

 
Occupied: This shows the amount of total registered static multicast entries. 
 
Max: This shows the maximum number available for static multicast entry. The maximum 
number is 128. 

 
 
Click Add Static Multicast to register a new static multicast enery and then the following screen 
page appears for the further static multicast settings.  
 
 
 
 
 
 
 
 
 
 
 
 
 
IPv4/IPv6 Address: Specify the multicast stream source IPv4/IPv6 address.  
 
VID: Specify a VLAN ID for multicast stream. 
 
Forwarding port: Select a port number for multicast stream forwarding. 
 

Click  when the settings are completed, this new static multicast entry will be listed on the static 

multicast table, or click  to cancel the settings. 
 

Click the icon to modify the settings of a specified static multicast entry. 
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Click the  icon to remove a specified registered static multicast entry and its settings from the 
static multicast table. Or click Batch Delete to remove a number of /all static multicast entries at a 
time by clicking on the checkbox belonging to the corresponding static multicast entry in the 
Action field and then click Delete Select Item, the selected static multicast entry/entries will be 
deleted immediately. To cancel this batch delete, please click Cancel Batch Delete to cancel the 
selection. 
 
 

4.9.3 MVR Configuration 

MVR (Multicast VLAN Registration) allows clients receiving multicast stream transmitted from the 
upstream device to reside in different VLANs, which is particularly suitable for networks with the 
high demand of bandwidth. 
 
Instead of transmitting multiple copies of multicast traffic to clients in the different VLANs 
separately, an upstream device merely needs to transmit multicast traffic to a multicast VLAN if the 
configured MVR is enabled on Managed Switch. Therefore, the network bandwidth can greatly be 
saved and diminish the load of upstream device(s) without sending several identical multicast data 
flows downstream to each client VLAN.  
 
MVR also allows a client on a port to subscribe/unsubscribe to a multicast stream on the multicast 
VLAN. MVR not only provides the ability to continuously send multicast streams to the multicast 
VLAN, but isolates the multicast streams from the client VLANs for the reasons of bandwidth and 
security. 
 
To configure MVR, please select the subfolder MVR and then 3 options will be displayed. 
 

 
 
1. MVR System Setup: To enable or disable MVR on Managed Switch, and add/edit the 

multicast VLAN. 
 
2. MVR Port Setup: To set up the multicast port and its port type. 
 
3. Multicast Group Setup: To create the new multicast group(s) for the created multicast VLAN. 
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4.9.3.1 MVR Sytstem Setup 

MVR System Setup allows users to create the multicast VLANs. Select the option MVR System 
Setup from the MVR menu and then the following screen page appears. 

 

 
 
This table will display the overview of each configured multicast VLAN entry. Up to 128 MVR 
entries can be created. 
 
Occupied/Max Entry: View-only field. 

 
Occupied: This shows the amount of total MVR entries registered.  
 
Max: This shows the maximum number available for MVR entry. The maximum number is 
128. 

 
Sort By: Sort all of the registered MVR entries by selecting Index/MVR VLAN option from the 
Sort By pull-down menu. 
 
Click Add New Entry to register a new MVR enery and then the following screen page appears 
for the further MVR settings.  
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4.9.3.3 Multicast Group Setup 

Multicast Group Setup allows users to configure a range of multicast IP addresses for the 
existing multicast VLANs. Select the option Multicast Group Setup from the MVR menu and then 
the following screen page appears. 
 

 
 
This table will display the overview of each configured multicast group entry. Up to 128 multicast 
group entries can be created. 
 
Occupied/Max Entry: View-only field. 

 
Occupied: This shows the amount of total multicast group entries registered.  
 
Max: This shows the maximum number available for multicast group entry. The maximum 
number is 128. 

 
Sort By: Sort all of the registered multicast group entries by selecting Index/MVR 
VLAN/Multicast option from the Sort By pull-down menu. 
 
Click Add New Entry to register a new multicast group enery and then the following screen page 
appears for the further multicast group settings.  

 
 
Index: The identification number for each multicast group entry.  
 
MVR VLAN: Specify an existing the multicast VLAN from the pull-dwon menu for the specific 
multicast group entry. 
 
Multicast Group: Pull down the menu to decide the format of multicast IP address between IPv4 
and IPv6 first, and then set up the range of multicast IP addresses to create a new multicast group 
for the specific multicast VLAN. Either you can select all multicast IP addresses by clicking on All 
option, in which the multicast traffic of all multicast IP addresses will be sent to the designated 
multicast VLAN. 
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Or specify a range of multicast IP addresses by filling in the multicast IP address that starts and 
ends respectively. The multicast traffic within this range of IP addresses will be sent to the 
designated multicast VLAN if this option is clicked. The default setting is All. 
 
NOTE: The value of the multicast IP address that starts for the specific multicast group cannot be 
greater than the one that ends.  
 
 
Click OK when the settings are completed, this new multicast group entry will be listed on the 
multicast group table, or click Cancel to cancel the settings. 
 

Click the icon to modify the settings of a specified multicast group entry. 
 

Click the  icon to remove a specified registered multicast group entry and its settings from the 
multicast group table. Or click Batch Delete to remove a number of/all multicast group entries at a 
time by clicking on the checkbox belonging to the corresponding multicast group entry in the 
Action field and then click Delete Select Item, the selected multicast group entry/entries will be 
deleted immediately. To cancel this batch delete, please click Cancel Batch Delete to cancel the 
selection. 
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4.10 Access Control List (ACL) Setup 

Creating an access control list allows users to define who has the authority to access information 
or perform tasks on the network. In the Managed Switch, users can establish entries applied to 
port numbers to permit or deny actions. 
 
Select ACL Setup from the Main Menu and then the following screen page appears. 
 

 
 
The IPv4 or IPv6 ACL tables will display the overview of each configured IPv4 or IPv6 ACL entry 
respectively. Up to 64 IPv4 ACL entries and 32 IPv6 ACL entries can be created. 
 
 
Occupied/Max Entry: View-only field.  
 

Occupied: This shows the amount of total IPv4 or IPv6 ACL entries that have already been 
created. 
 
Max: This shows the maximum number available for IPv4 or IPv6 ACL entries. The 
maximum number for IPv4 ACL is 64 entries, and the maximum number for IPv6 ACL is 32 
entries.  

 
Separately click Add New Entry provided for IPv4 ACL Setup or IPv6 ACL Setup to create a new 
IPv4/IPv6 ACL entry and then the following screen page appears for the further ACL settings. 
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Add an IPv4 ACL Entry 

Add an IPv6 ACL Entry 
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Click the icon to modify the settings of a specified ACL entry. 
 

Click the  icon to remove an existing ACL entry and its settings from the IPv4 or IPv6 ACL table. 
Or click Batch Delete to remove a number of /all ACL entries at a time by clicking on the checkbox 
belonging to the corresponding ACL entry in the Action field and then click Delete Select Item, 
the selected ACL entries will be deleted immediately. To cancel this batch delete, please click 
Cancel Batch Delete to cancel the selection. 
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DHCP Opt82 Relay Agent Enable: To globally enable or disable DHCP Option 82 Relay Agent 
global setting. When enabled, Relay Agent Information option is inserted by the DHCP relay agent 
when forwarding client-originated DHCP packets to a DHCP server. Servers recognizing the Relay 
Agent Information option may use the Information to implement IP address or other parameter 
assignment policies. Switch or Router (as the DHCP relay agent) intercepting the DHCP requests, 
appends the circuit ID + remote ID into the option 82 fields (or Option 37 when DHCPv6) and 
forwards the request message to DHCP server. 
 
Select: Enable or disable any new settings configured in the row of All port to be applied as well 
to all ports at a time. To enable it, please click on its checkbox in the row of All port, and then all 
ports will be checked immediately afterwards. Or quickly configure the desired ports at a time, you 
can also directly input the port number (e.g.1, 2, 3-7) in the Quick Select field located at the top-
right corner of the DHCP Option 82 / DHCPv6 Option 37 Setup table, the specified port(s) will be 
checked immediately when pressing the Select button in back of it. The new settings configured in 
the row of All port will be applied to these checked ports. 
 
Port: The number of each port. 
 
Enabled in Opt82/Opt37 field:  
 
  Enable (check): Add Agent information. 
 
   Disable (uncheck): Forward. 
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Trust Port in Opt82/Opt37 field: Click on the checkbox of the corresponding port number if you 
would like ports to become trust ports. The trusted ports will not discard DHCP messages.  
 
For example, 

 
  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

A DHCP request is from Port 1 that is marked as both Opt82 port and trust port.  
 
A. If a DHCP request is with Opt82 Agent information and then the Managed Switch will forward it. 
B. If a DHCP request is without Opt82 Agent information and then the Managed Switch will add 

Opt82 Agent information and forward it. 
 
 
A DHCP request is from Port 2 that is marked as Opt82 port.  
 
A. If a DHCP request is with Opt82 Agent information and then the Managed Switch will drop it 

because it is not marked as a trust port. 
B. If a DHCP request is without Opt82 Agent information and then the Managed Switch will add 

Opt82 Agent information and then forward it. 
 
Circuit ID Suboption: This suboption may be added by DHCP relay agents that terminate 
switched or permanent circuits. It encodes an agent-local identifier of the circuit from which a 
DHCP client-to-server packet was received. It is intended for use by agents in relaying DHCP 
responses back to the proper circuit. Servers may use the circuit ID for IP and other parameter 
assignment policies. 
 
Remote-ID Suboption: This suboption may be added by DHCP relay agents that terminate 
switched or permanent circuits and have machanisms to identify the remote host end of the circuit. 
DHCP servers may use this option to select parameters specific to particular users, hosts, or 
subscriber modems. The relay agent may use this field in addition to or instead of the Agent 
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4.11.2 IP Source Guard Setup 

Select the option IP Source Guard Setup from the Security Setup menu and then the following 
screen page appears. 
  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Select: Enable or disable any new settings configured in the row of All port to be applied as well 
to all ports at a time. To enable it, please click on its checkbox in the row of All port, and then all 
ports will be checked immediately afterwards. Or quickly configure the desired ports at a time, you 
can also directly input the port number (e.g.1, 2, 3-7) in the Quick Select field located at the top-
right corner of the IP Source Guard Setup table, the specified port(s) will be checked immediately 
when pressing the Select button in back of it. The new settings configured in the row of All port 
will be applied to these checked ports. 
 
Port: The number of each port. 
 
Source Guard Mode: To specify the authorized access type for each port. There are three 
options available. 

 
Unlimited: Non-Limited (Allows both static IP and DHCP-assigned IP). 

 
DHCP: DHCP-assigned IP address only. 
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4.11.4 Static IPv4/IPv6 Table Setup 

Click the option Static IPv4/IPv6 Table Setup from the Security Setup menu and then the 
following screen page appears. 
 

 
 
This table will display the overview of each configured static IPv4/IPv6 IP address and port 
mapping. Up to 48 static IP addresses can be created. 
 
Occupied/Max Entry: View-only field.  
 

Occupied: This shows the amount of total registered static IP addresses. 
 
Max: This shows the maximum number available for static IP address registration. The 
maximum number is 48.  

 
Click Add IPv4/IPv6 Table to register a new static IP address entry and then the following screen 
page appears for the further static IP address settings. 

 
 
 
 
 
 
 
 
 

 
IPv4/IPv6 Address: Specify an IPv4/IPv6 address that you accept. 
 
VLAN ID: Specify the VLAN ID. (0 means without VLAN ID) 
 
Port: Specify the connection port number.  
 

Click  when the settings are completed, this new static IP address will be listed on the static 

IPv4/IPv6 table, or click  to cancel the settings. 
 

Click the icon to modify the settings of a specified static IP address. 
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Step 3. Connect your clients to the Managed Switch 
 
After you complete Step 1 & 2, connect your clients to the Managed Switch. Your clients will send 
a DHCP Request out to DHCP Server soon after they receive a DHCP offer. When DCHP Server 
responds with a DHCP ACK message that contains lease duration and other configuration 
information, the IP configuration process is complete.   
 
If you connect clients to the Managed Switch before you complete Step 1 & 2, please disconnect 
your clients and then connect your clients to the Managed Switch again to enable them to initiate 
conversations with DHCP server. 
 
 
4.11.5 Storm Control 

When a device on the network is malfunctioning or application programs are not well designed or 
properly configured, broadcast/unknown multicast/unknown unicast storms may occur, network 
performance may be degraded or, in the worst situation, a complete halt may happen. The 
Managed Switch allows users to set a threshold rate for broadcast/unknown multicast/unknown 
unicast traffic on a per port basis so as to protect network from broadcast/unknown multicast/ 
unknown unicast storms. Any broadcast/unknown multicast/unknown unicast packets exceeding 
the specified value will then be dropped. 
 
Select the option Storm Control from the Security Setup menu to set up storm control 
parameters for each port and then the following screen page appears. 
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Note: Under loop condition, the LED of looped port continues to slowly blink in orange even the 
connected network cable is unplugged out of looped port. 
 
To set up Loop Detection function, select the option Loop Detection from the Security Setup 
menu and then the following screen page appears. 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Loop Detection Enable: Enable or disable the Loop Detection function on a system basis. The 
default setting is disabled. 
 
Detection Interval: This is the time interval (in seconds) that the device will periodically send loop 
detection packets to detect the presence of looped network. The valid range is from 1 to 20 
seconds. The default setting is 1 seconds. 
 
Looped Port Unlock-interval: This is the time interval for the system to detect the existence of 
loop condition. System un-blocks the looped port if it does not receive any loop-detection packet 
during the configured unlock-interval. The unlock-interval can be set from 1 to 1440 minutes. The 
default setting is 1440 minutes. 
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4.12 802.1X Setup 

The IEEE 802.1X/MAB standard provides a port-based network access control and authentication 
protocol that prevents unauthorized devices from connecting to a LAN through accessible switch 
ports. Before services are made available to clients connecting to a VLAN, clients that are 802.1X-
complaint should successfully authenticate with the authentication server.  
 
Initially, ports are in the authorized state which means that ingress and egress traffic are not 
allowed to pass through except 802.1X protocol traffic. When the authentication is successful with 
the authentication server, traffic from clients can flow normally through a port. If authentication fails, 
ports remain in unauthorized state but retries can be made until access is granted. 
 
Click the folder 802.1X Setup from the Main Menu and then 3 options within this folder will be 
displayed as follows. 

  
 
1. 802.1X System Setup: Set up system 802.1X/MAB RADIUS IP, RADIUS Secret, 

Reauthentication, and so on. 
 
2. 802.1X Port Setup: Set up port 802.1X/MAB configuration (includes the port authorization 

state, MAB, reAuth, reAuthPeriod, EAP Timeout, etc.) and the port reauthentication.  
 
3. 802.1X Port Status: View port status and statistics. 
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4.12.1 802.1X System Setup 

The following screen page appears if you choose 802.1X System Setup function. 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 

Enable: Enable or disable IEEE 802.1X/MAB on the Managed Switch. When enabled, the 
Managed Switch acts as a proxy between the 802.1X-enabled client and the authentication server. 
In other words, the Managed Switch requests identifying information from the client, verifies that 
information with the authentication server, and relays the response to the client. 
 
RADIUS IP: Specify the IPv4 address of RADIUS authentication server. 
 
RADIUS Secret: The identification number assigned to each RADIUS authentication server with 
which the client shares a secret. 
 
Reauthentication Enabled: Enable or disable Reauthentication. 
 
RADIUS-Assigned VLAN Enabled: Globally allow the RADIUS server to send a VLAN 
assignment to the device. 
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4.13.1 LLDP Setup 

Click the option LLDP Setup from the LLDP menu and then the following screen page appears. 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
State: Globally enable or disable LLDP function. 
 
Receiver Hold-Time (TTL): Enter the amount of time for receiver hold-time in seconds. The 
Managed Switch will keep the information sent by the remote device for a period of time you 
specify here before discarding it.  
 
Sending LLDP Packet Interval: Enter the time interval in seconds for updated LLDP packets to 
be sent. 
 
Sending LLDP Packets Per Discover: Enter the amount of packets sent in each discover. 
 
Selection of LLDP TLVs to Send: LLDP uses a set of attributes to discover neighbor devices. 
These attributes contain type, length and value descriptions, and are referred to as TLVs. Details 
such as port description, system name, system description, system capabilities, management 
address can be sent from this Managed Switch. 
 
LLDP Port: Click on the checkbox of corresponding port number to enable LLDP function on the 
specific port(s). Or directly input the port number (e.g.1, 2, 3-7) in the Quick Select field and then 
press the Select button, the specified port(s) will be checked immediately. Besides, you can 
choose all ports at a time by clicking on the checkbox in front of Select All as well. 
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4.13.2 LLDP Status 

Click the option LLDP Status from the LLDP menu and then the following screen page appears. 
 

 
Refresh: Click Refresh to update the LLDP Status table. 
 
Port: View-only field that shows the port number on which LLDP frames are received. 
 
Chassis ID: View-only field that shows the MAC address of the LLDP frames received (the MAC 
address of the neighboring device). 
 
Remote Port: View-only field that shows the port number of the neighboring device. 
 
System Name: View-only field that shows the system name advertised by the neighboring device. 
 
Port Description: View-only field that shows the port description of the remote port. 
 
System Capabilities: View-only field that shows the capability of the neighboring device. 
 
Management (1~5) Address: View-only field that shows the IP address (1~5) of the neighboring 
device. 
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4.14 Layer 2 Protocol Tunneling Configuration 

L2PT (Layer 2 Protocol Tunneling) allows Layer 2 protocol data units (PDUs), including 
CDP(Cisco Discovery Protocol), LLDP(Link Layer Discovery Protocol), STP(Spanning Tree 
Protocol), VTP(Vlan Trunking Protocol), LACP(Link Aggregation Control Protocol), PAgP(Port 
Aggregation Protocol), and UDLD(Unidirectional Link Detection), to be tunneled through a network. 
 
Without L2PT, the handling of the PDUs will create different spanning tree domains (different 
spanning tree roots) for the customer switches. To provide a single spanning tree domain for the 
customer switches, a generic scheme to tunnel BPDUs was created for control protocol PDUs. 
This process is referred to as Generic Bridge PDU Tunneling (GBPT). 
 
GBPT provides a scalable approach to PDU tunneling by software encapsulating the PDUs in the 
ingress edge switches and then multicasting them in hardware. All switches inside the service 
provider network treat these encapsulated frames as data packets and forward them to the other 
end. The egress edge switch listens for these special encapsulated frames and decapsulates them; 
they are then forwarded out of the tunnel. 
 
The encapsulation involves the rewriting of the destination media access control (MAC) address in 
the PDU. An ingress edge switch rewrites the destination MAC address of the PDUs received on a 
Layer 2 tunnel port with the desired multicast address.  
 
To set up L2PT, click the folder Layer 2 Protocol Tunneling from the Main Menu and then two 
options will be displayed for your selection 
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1. Layer 2 Protocol Tunneling Setup: Enable or disable L2PT function and set up acceptable 

BPDUs for GBPT (Generic Bridge PDU Tunneling). 
 
2. Layer 2 Protocol Tunneling Status: View the state of Layer 2 protocol data units (PDUs) and 

their encapsulation, decapsulation and drop counters of each port. 
 








































































































































































