PREVIDIA |
“« BACnet

Configure Bacnet in Previdia MAX
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BACnet is a standard data communication protocol that enables interoperability
between different building systems and devices in building automation and control

applications.
Originally, It was designed by the ASHRAE association (American Society of Heating,

Refrigerating and Air-Conditioning Engineers) for the HVAC systems (Heating,
ventilation, and air conditioning), but nowadays It’s used for a wide range of systems,

such as fire systems, lighting systems, etc... .
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Bacnet communication protocol can be implemented in different
hardware infrastructures (tcp/lan, rs485, Bacnet MS/TP).

More important this infrastructures can be mixed via routers. This
mean, that an object in a MS/TP network can communicate with
another object in an IP network.

Ethernet
A MS/TP

Router

___-B
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All information within an interoperable () BinaryInput (3) (]| Multi-state Input (13) (J Schedule (17)
J Binary Output (4) J Multi-state Output(14);’_ﬁ Trend Log (20)

BACnet device is modelled interms of one = gy vaive(s)  ~ § mutistate value (19) (] Group (11)

or more information objects. Each object | Analog Input (0) [ JJ Calendar (6) __J) Event Enroliment (9)

. _ Analog Output (1) ~ Notification Class (15) [fﬂ Device (8)
represents some Important Component Of | Analog Value (2) @ Command (7) |_J Access Door (20)
the device, or some collection of | Averaging (18) | LifeSafetyZone (22) || Event Log (25)
. . . . Pulse Converter (24) | | File (10) __J Load Control (28)
mformatlon that may be Of Interest to = Accumulator (23) @ Program (16) Structure View (29)
other BACnet devices. 7 Loop (12) | LifesafetyPoint (21) | | Trend Log Multiple (27)

”

For example we can use a “Binary Output
object to verify (via a software) the status
of an output in our Previdia Panel and, via
a specific software, we can also send the
command for activate/deactivate this
output.

List of the existing Bacnet objects
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I Subscribe Change Of Value Porcedure

Per each object, a Bacnet Device (or a
Client software) can send a “subscribe

Change Of Value” Request (SubscribeCOV).

In this way the client is asking the device
to inform it when an object change value.
So the Client will no more need to probe
the status of that object in real time.

| PRE

Client Bacnet
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New Value
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Bacnet Object
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For a better explanation you can read this document of 22 pages.
https://www.ccontrols.com/pdf/BACnetintroduction.pdf
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Bacnet implementation in Previdia ‘ ‘ D re E \/I D I /\
 BACne!

In our case we implemented only the objects suitable for our panel, they are:
* Binary Output

* Binary Input

* Life Safety Point

* Life Safety Zone

You can use these 4 object types for manage different parts of our Panel

The objects are designed to be managed by a BMS software, so we decide to
create also some “pseudo-objects” to have the status of the panel (for example a
binary input that let me know if the panel is in alarm) or to manage the activation
of some panel commands (such as a binary output to send the command “reset
the panel”)
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Let see our objects in detail
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You can create a binary output that permit to activate and see the status of:

* A NAC terminal: such as a IFM410/IFM1610/IFM24160 terminal on Previdia Max
or a “On Board” Previdia Compact Terminal

* The status of a Relay, such as a IFM4R terminal or a “on Board Relay” Previdia
Compact Relay

Moreover you can create some “pseudo-BO” to create commands.

These are:

e Silence Sirens

* Reset Panel

e Put the panel in Investigate mode

So if you create these pseudo-BO, you can use a Bacnet monitoring software to
send this commands
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You can create several “Pseudo-Bl” to check the status of the panel, in other words
each binary input represent a flag status of the panel.

These are:
 Alarm

* PreAlarm

* Fault

* Bypassed

* Night Mode
* Silenced

* Investigate

ELECTRONICS



Life Safety Point and Life Safety Zone ‘ ‘ D re E \/I D I /\ I
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LSP and LSZ are two special objects created in a second moment by the ASHRAE
specifically to manage Fire Alarm systems. With only one object you have two
different variables that provide you two different information: the Status and the
Mode.

You can create a LSP basing on the status of:

* Aloop point

* Aterminal (Previdia compact Nac on board, IFM410 or IFM1610)

* An extinction channel (a specific IFMEXT or the Previdia Compact extinction on

board)

You can create a LSZ only basing on a Zone

ELECTRONICS



LSP & LSZ - Status ‘ DQE\/IDI/\ I
“ BACne!

The status is a numeric value that provide you information if the point/zone is in alarm

or in fault and so on. Their value can be:

Status = O (LIFE_SAFETY_STATE_QUIET). If the point/zone is “ready” or bypassed

e Status =1 (LIFE_SAFETY_STATE_PRE_ALARM ): If the point/zone is in pre-alarm

» Status =2 (LIFE_SAFETY_STATE_ALARM ): If the point/zone is in alarm

» Status = 3 (LIFE_SAFETY_STATE_FAULT ): If the point/zone is in fault

» Status =4 (LIFE_SAFETY_STATE_FAULT PRE_ALARM ): If the point/zone is both in fault
and pre-alarm

e Status =5 (LIFE_SAFETY_STATE_FAULT_ALARM ): If the point/zone is both in fault and
alarm

If you use a Client Bacnet Software (such as Yabe), it will give you directly a human
readable label of the status such as “fault status” or “prealarm status”
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LSP & LSZ - Status in the Extinction Channel ‘ D re E \/I 3 I /\ I
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If you are creating an extinction channel the status parameter can be:

e Status =0 (LIFE_SAFETY_STATE_QUIET). If the channel is “ready” or bypassed

e Status =1 (LIFE_SAFETY_STATE_PRE_ALARM ): If the channel is in pre-extinguish
timeout

e Status =2 (LIFE_SAFETY_STATE_ALARM ): If the channel is in “extinguish released”

e Status = 3 (LIFE_SAFETY_STATE_FAULT ): If the channel is in fault

e Status =4 (LIFE_SAFETY_STATE_FAULT_PRE_ALARM ): If the channel is both in fault
and pre-extinguish timeout

e Status =5 (LIFE_SAFETY_STATE_FAULT_ALARM ): If the channel is both in fault and
“extinguish released”

If you use a Client Bacnet Software (such as Yabe), it will give you directly a human
readable label of the status such as “fault status” or “prealarm status”
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The Mode is a numeric value that let you know if the point/zone is bypassed or not.
Their value can be:

* Mode =1 (LIFE_SAFETY_MODE_ON ): If the point/zone is NOT bypassed

* Mode =12 (LIFE_SAFETY _MODE_DISABLED): If the point/zone IS bypassed

If you use a Client Bacnet Software (such as Yabe), it will give you directly a human
readable label of the status such as “fault status” or “prealarm status”
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If you are creating an extinction channel you can have the following values:

* Mode =1 (LIFE_SAFETY_MODE_ON ): If the extinction is NOT bypassed

* Mode =12 (LIFE_SAFETY_MODE _DISABLED): If the channel is disabled or
manually disabled

e Mode =13 (LIFE_SAFETY_MODE_AUTOMATIC_RELEASE_DISABLED): If only
the automatic extinction of the channel is disabled
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Under the IFMLAN settings, mm =

under the Bacnet section, You e T

have to enable the Bacnet

Checkbox (1).
It will appear the Bacnet Tab on T —
tOp (2). - [T P —MALSETTNG ——————————

P —DYNAMIC DNS SETTING

W —BACNET SETTINGS

1 [ BACNET Enabled é‘

NETMASK [255 255 255 0 b —NTP SERVER SETTING

GATEWAY ‘192 168.1.1 P —SIA-IP PROTOCOL SETTING

» —WEB SERVER SETTING

DNS SERVER [192.165.1.2

Tivezone | Europe(Brussels Amsterdam, Ar ~ » —EsP

P —Sloop LOG
Web Silence Permitted [ ] [ ] Web Reset Permitted E

SSL Enabled [ P — SMART485IN

Communication Port
Web server Port

Read Central Status from IP []
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Programming on Previdia MAX: ‘” D Q E VI D l A
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Additionally You will be able to F"M!- =

add a name to the Panel on the e

Bacnet Network, a Bacnet P
. . Bacnet Device Name e —

Device ID and an optional e -

Password BACNET Passwo :|

P —MAIL SETTING

W —BACNET SETTINGS

P [192 168 1.200

P —DYNAMIC DNS SETTING

NETMASK [255 255 255 0

P —NTP SERVER SETTING

GATEWAY ‘192 168.1.1 P —SIA-IP PROTOCOL SETTING

DNS SERVER [192.165.1.2 » —WEB SERVER SETTING

p —ESPA444

Tivezone | Europe(Brussels Amsterdam, Ar ~

P —Sloop LOG
Web Silence Permitted [ ] [ ] Web Reset Permitted E

SSL Enabled [ P — SMART485IN

Communication Port
Web server Port

Read Central Status from IP []

ELECTRONICS



Create Objects: ‘“ P R E V! D l A
— “©BACnet

On Bacnet Tab, You will be able

to create the objects. e —

Module Type |ACTION ON PANEL ~
Module | ACTION ON PANEL ~ BINARY INPUT
DINARVEHELY b | Point | Label | Point | Label

(2) ALARM (2) ALARM
2) PREALARM

BINARY OUTPUT D- 2 FAULT "’
2)
(2) BYPASSED Add

LIFESAFETY POINT [> |12 NIGHT MODE
2 SILENCED
2 INVESTIGATE

LIFE SAFETY ZONE [> ‘“
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To create “Binary Input” you have

to:

* Click the corresponding label (1) ]| P | R

«  Filter the type of objects, in this LLJ ..., ——==== 1 -~
case only “Action on Panel is /’ osvormer . | 'S
available” (in this case you have . - =2
only “Status on Panel”) (2) ]

* Click on a specific status on the " “«

table below (3) —

* Click the “Add” button. The new
object will appear on the right
table
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Create Objects: Binary Output

To create “Binary Output” you
have to:

Click the corresponding label
(1)

Filter the type of object(2)
Click on a specific point on
the table below (3)

Click the “Add” button. The
new object will appear on
the right table

olution: ->Panel 2 _=IFMLAN

SEFTING | JCONTACTS ACTION _;J CAMERA

| PRE

2

VIDIN

w0 BACnet

Panel  Rooms MAX ( 2) ~
Module Type |IFM2L ~
Module | IFM2L 6 ~ BINARY OUTPUT
Label Point Label

BINARY INPUT [> Point

Rooms MAX(2) IFM2L L6 1 \ptOtpHIdH

BINARY OUTPUT

Rooms ) ical Smoke Dete?
Rooms MAX(2) IFM2 r moke Deted
Add
IFE SAFETY POINT D
LIFE SAFETY ZONE [>

np

©)
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Create Objects: Life Safety Point

To create a “LSP” you have to:

Click the corresponding label
(1)

Filter the type of object(2)
Click on a specific point on
the table below (3)

Click the “Add” button. The
new object will appear on
the right table

| PRE

Solution-Tutorial Bacnet ->Panel 2 -=IFMLAN

—
SEFTING || ZCONTACTS ACTION || ONVIF CAMERA

2

BINARY INPUT [>

VIDIN

w0 BACnet

Panel |Rooms MAX ( 2) ~
Module Type |IFM2L ~
Module |IFM2L 6 ~ LIFE SAFETY POINT
Point Label indice Point Label indice
Rooms MAX(2) Input/Qutput Mo 0

Rooms MAX(2) Input/Qutput Ma._. 0

00ms
BINARY OUTPUT [>
o

LIFE SAFETY POINT 'r

LIFE SAFETY ZONE D

np

Add

E

4
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To create a “LSZ” you have to:
e Click the corresponding label 2 || e e =
<«

( 1 ) LIFE SAFETY ZONE
* Filter the panel on your e b _ = Em

hornet network(2) s b | 3 >
* Click on a specific zone on e sasrtront > \ 4

the table below (3) e E

e Click the “Add” button. The 1
new object will appear on
the right table
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To send the licence to the e | g | Enom g 2.1 2
IFM LAN: 2 Panel |Rooms MAX (2) v 1 4

* C(Click the “Load License File” 3 .
BINARY IN « v ‘P 5 Questo PC » Desktup > bacnet_license - o Cercain bacnet_license o
Button (1)

«

Organizza »  Nuova cartella = m @
H BINARY OUT *  Nome . Ultima medifica Tipe
* Select The file on your # s i SR
[ Desktop *
H H LIFE SAFETY P & Download -
computer (2 and 3) in this B b .
=] Immagini »*

way the “License Activation” UESNETE oo

guide e tutorial incendio
previdia prima lettura

button will become red

* Click the “License Activation” T

[ Deskiop

button (4), it will send the 4 tocamer

4 Download

license to the IFMLAN. =

v < Q
~7

MNome file: | license0D001D1C_Matteo.txt ~
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The sending of the license
doesn’t implicate the sending of
the points programming.

They are two different writing
and have to do both.

No matter the order, you can
send before the programming
and after the license or vice
versa.
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I Test The Bacnet ‘” PREV!D!A
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To quick test the programming You can use the YABE software.
https://sourceforge.net/projects/yetanotherbacnetexplorer/files/lates
t/download
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Test The Bacnet ‘” DQEVI DIA

e BACnet

When you open the software: f -
* Click the “plus” button (1), it will appear a T

popup to select a specific Bacnet protocol e i |

communication channel / - bew e L2 /
* In The Bacnet/IP section (2), from Local

Endpoint dropdown menu, select theipin == __

the same netmask of the IFMLAN network — [

and then click “Add” button "

4 B e ]
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« Yet Another Bacnet Explorer - Yabe — [m}
.
The software will probe your LAN network s s oson: e
@ X
and will find all the Bacnet Devices (1) and 5= oy
i B=(4 | | B
= . @2 Z
Efsaa Udp:47808 j OEvice Objectld  Name Walue Time
. . Bl Device 1-10.106.80.14:47308 -
per each device you can see all the objects S o e
B Previdia Max [1234]
OBJECT_BINAR
2 ALARM
. 3 : Object Binary
False
0: Nomal
1]
0ooa
>
Previdia Max (Device:1234) ‘)
£ T
(@ PREALARM (Binary_lnput-1) » :
=4 g FAULT (Binary_lnput:2) ]
(# BYPASSED (Binary_Input:3) oz
‘_‘ Input/Qutput Modul1 {Binary_Cutput:0}
[E] Input/Output Modul1 (Life_Safety_Poirt:0) b
,_'] Optical Smoke Dete2 (Life_Safety_Point:1) e ]
;j Optical Smoke Dete3 (Life_Safety_Point:2)
[2] Zonel (Lfe_Safety_Zone:10) I Description
e : : : BACNET_APPLICATION_TA
cooo [T 1200 800 o0 G_CHARACTER_STRING
Log
Sending ReadProperty Multiple Request .. ~
ComplexAck
Sending ReadPropertyMuttiple Request
ComplexAck
Sending ReadPropertyMuttiple Request ..
ComplexAck
| Sending ReadPropertyMultiple Request ..
ComplexAck
v
T
e
L] °

ELECTRONICS



Test The Bacnet

On the right you can see the
values for an object, for
example in this LSP you have
MODE =1
(LIFE_SAFETY MODE ON)
and VALUE (PRESENT VALUE) =
3 (LIFE_SAFETY_STATE_FAULT)

REVIOIN

9 BACnet

« Yet Another Bacnet Explorer - Yabe

- [m] X

File  Functions Options  Help
@ X
Devices s, Periodic Palling, Events/Alams Propetties
8 Devices ==l
Flaoa Udp:47808 Device Objectld  Name Value Time Status
gj BUE‘”“E";';‘“GW””W 1234 BINAR. ALARM 0 104654 OK
& Pr:‘:dcl:"l\'ﬂix %1234] Descrption InputOctput Modul1
- Event State 0 : Normal
4 Mode 1
Object Identifier OBJECT_LIFE_SAFETY_POINT:0
Object Name Input /Output Modul1
Object Type 21 - Object Life Safety Point
Operation Expected 0
Address Space : 10 objects Q > Out Of Service False
Previdia Max (Device: 1234) Present Value
ALARM (Binary_Input:0) T Reliabiltty 0 : No Fault Detected
(& PREALARM (E;\ary Input:1) e Silenced 0 : Unsilenced
FAULT (Binary_lnput 2) Status Flags 0000
i BYPASSED (Bnary_input:3) o Tracking Value 2
i Input/Output Modul1 (Binary_Output:0)
8] input Output Modul1 (Life_Safety_Point 1) °*
;_'] Optical Smoke Dete2 (Life_Safety_Point:1) s
[ Optical Smoke Dete3 (Lfe_Safety_Point 2)
[ Zone1 Life_Safety_Zone:10) [H Accepted Modes
e BACNET_APPLICATION_TAG_EMUMERATED
ceco w0 “zt0 200 )

I3 Log

TEEC

| Sending ReadPropertyMultiple Request
Complex,

7| Sending ReadPropertyMultipleRequest ...
ComplexAck

Sending ReadPropertyMultiplsRequest
ComplexAck

| Sending ReadFropertyMuttipleRequest
ComplexAck
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Test The Bacnet — SubscriveCOV

You can also use the bacnet
function «subscriveCOV»
(subscribe change of value).
Right Click on a specific object
and click subscribe button.
From this moment will be the
Panel to inform automatically
the software of a «Change of
Value» for that specific object.

PREVIDIN
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« et Ancther Bacnet Explorer - Yabe - ) X
J File  Functions Options Help
40X
D_"'V‘CES Subscriptions, Periodic Polling, Events/Alams Properties
8l Devices =
S - w=2| Z
Frgan Udp:47808 Device Objectld ~ Mame Value Time Status| v
Bl Device 1-10.106.80.14:47808
B oo 58 123 BINAR.. ALARM O 0515 oK | [ mm" Obiectl Aray L
ﬁJ Previdia Max [1234] Description Input/Output Modul1
- 2 Event State 0 : Nomal
d Mode 1 ]
L 3 | Object Identifier OBJECT_LIFE_SAFETY_FOINT:-0 | -
] Object Name Input/Output Modul1
E Object Type 21 : Object Life Safety Point fiect
Operation Expected 0 L
Address Space - 10 objects ( = Out Of Service False
B Previdia Max (Device:1234) Present Value 3
ALARM (Binary_lnput:0) = Reliability 0: No Fault Detected
PREALARM |E;\ary Input:1) . Silenced 0 : Unsilenced
FAULT (Binary_lnput 2) Status Flags 2000
BYPASSED (Binary_lnput:3} Tracking Valus 3 L
Input/Output Modul1 (Bi T
Input /Output Modul1 (L - ] ¢
[ Optical Smoke Dete2 (Lfe_5] =/ Subscribe \ o
Optical Smoke Dete3 (Lfe_57 2  DeleteObject
5 Zone1 (fe_Seety_ Zone 10) g ¢, NG prs———
- BACNET_APPLICATION_TAG_ENUMERATED
) 000 <20 w0
Log =
SimpleAck -
UnconfirmedService Request
Sending SubscribeCOVRequest ...
SimpleAck.
Unconfimed Service Request
Sending SubscribeCOVRequest
_| SimpleAdk
UnconfimedService Request .
v

T TETE S
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